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.COMPUTER NETWORKS 

INTRODUCTION 

             Each of the past three centuries has been dominated by a single technology. The 18th century 

was the era of the great mechanical systems accompanying the Industrial Revolution. The 19th century 

was the age of the steam engine. During the 20th century, the key technology was information gathering, 

processing, and distribution. Among other developments, we saw the installation of worldwide telephone 

networks, the invention of radio and television, the birth and unprecedented growth of the computer 

industry, and the launching of communication satellites. 

 

           As a result of rapid technological progress, these areas are rapidly converging and the differences 

between collecting, transporting,  storing,  and  processing  information  are  quickly  disappearing.  

Organizations   with hundreds of offices spread over a wide geographical area routinely expect to be able 

to examine the current status of even their most remote outpost at the push of a button. As our ability to 

gather, process, and distribute information grows, the demand for ever more sophisticated information 

processing grows even faster. 

 
         Although the computer industry is still young compared to other industries (e.g., automobiles and 

air transportation), computers have made spectacular progress in a short time. During the first two decades 

of their existence, computer systems were highly centralized, usually within a single large room. Not 

infrequently, this room had glass walls, through which visitors could gawk at the great electronic wonder 

inside. A medium-sized company or university might have had one or two computers, while large 

institutions had at most a few dozen. The idea that within twenty years equally powerful computers 

smaller than postage stamps would be mass produced by the millions was pure science fiction. 

 
        The merging of computers and communications has had a profound influence on the way computer 

systems are organized. The concept of the ''computer center'' as a room with a large computer to which 

users bring their work for processing is now totally obsolete. The old model of a single computer serving 

all of the organization's computational  needs  has  been  replaced  by  one  in  which  a large number of  

separate but  interconnected computers do the job. These systems are called computer networks. The 

design and organization of these networks are the subjects of this book. 

 

        Computer network to mean a collection of autonomous computers  interconnected  by  a  single  

technology.  Two  computers  are  said  to  be  interconnected  if they  are  able  to exchange 

information. The connection need not be via a copper wire; fiber optics, microwaves, infrared, and 

communication satellites can also be used.  

       

      Networks come in many sizes, shapes and forms, as we will see later. Although it may sound 

strange to some people, neither the Internet nor the World Wide Web is a computer network. By the end 

of this book, it should be clear why. The quick answer is: the Internet is not a single network but a network 

of networks and the Web is a distributed system that runs on top of the Internet. 

 

        There is considerable confusion in the literature between a computer network and a distributed 

system. The key distinction is that in a distributed system, a collection of independent computers appears 

to its users as a single coherent system. Usually, it has a single model or paradigm that it presents to 

the users. Often a layer of software on top of the operating system, called middleware, is responsible for 

implementing this model. A well- known example of a distributed system is the World Wide Web, in 

which everything looks like a document (Web page). 
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         In a computer network, this coherence, model, and software are absent. Users are exposed to the 

actual       machines, without any attempt by the system to make the machines look and act in a coherent 

way. If the machines have different hardware and different operating systems, that is fully visible to 

the users. If a user wants to run a program on a remote machine, he has to log onto that machine and run 

it there. 

 
             In effect, a distributed system is a software system built on top of a network. The software gives 

it a high degree of cohesiveness and transparency. Thus, the distinction between a network and a 

distributed system lies with the software (especially the operating system), rather than with the hardware. 

 

Definitions: 

 

Network: 

 
        A network is a set of devices (often referred to as nodes) connected by communication links. A 

node can be a computer, printer, or any other device capable of sending and/or receiving data generated 

by other nodes on the network. 

 

Computer Network: 

 

            A computer network is a group of computers that use a set of common communication protocols 

over digital interconnections for the purpose of sharing resources located on or provided by the network 

nodes. 

 

 Distributed Processing  

 

            Most networks use distributed processing, in which a task is divided among multiple computers. 

Instead of one single large machine being responsible for all aspects of a process, separate computers 

(usually a personal computer or workstation) handle a subset. 

 

Elementary Terminology   Of  Networks 

 

Nodes (Workstations) 

         The term nodes refers to the computers that are attached to a network and are seeking to share the 

resources of the network. Of course, if there were no nodes (also called workstations), there would be no 

network at all. A computer becomes a workstation of a network as soon as it is attached to a network. 

 

Server 

          A computer that facilitates "the sharing of data" software" and hardware resources (e.g. "printers" 

modems etc,) on the network" is termed as a SERVER. On small networks, sometimes, all the shareable 

stuff (like files, data, software etc.) is stored on the server. A network can have more than one server also. 

Each server has a unique name on the network and all users of network identify the server by its unique 

name. Servers can be of two types: non dedicated and dedicated servers. 
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Non-dedicated Servers:. On small networks, a workstation that can double up as a server, is known as 

non-dedicated server since it is not completely dedicated to the cause of serving. Such servers can facilitate 

the  resource-sharing among workstations on a proportionately smaller scale. Since one computer works as 

a workstation as well as a server, it is .slower and requires. more memory. The (small) networks using such 

a server are known as peer-to-peer networks. 

 

 

Dedicated Servers:. On bigger network installations, there is a computer reserved for server's job and its 

only job is to help workstations access data, software and hardware resources. It does not double-up as a 

workstation and such a server is known as dedicated server. The networks using such a server are known 

as master-slave networks. On a network, there may be several servers that allow workstations to share 

specific resources. For example, there may be a server exc1usivelyfor serving files-related requests like 

storing files, deciding about their access privileges and regulating the amount of space allowed for each 

user. This server is known as file server. Similarly, there may be printer server and modem server. The 

printer server takes care of the printing requirements of a number of workstations and the modem server 

helps a group of network users use a modem to transmit long distance messages. 

 

Network Interface Unit (NIU) 

 

          A NETWORK INTERFACE UNIT is an interpreter that helps to establish communication between 

the server and workstations. A standalone computer (a computer that is not attached to a network) lives in 

its own world and carries out its tasks with its own inbuilt resources. But as soon as it becomes a 

workstation, it needs an interface to help establish a connection with the network because without this, the 

workstations will not be able to share network resources. The network-interface-unit is a device that is 

attached to each of the workstations and the server, and helps the workstation to establish the all important 

connection with the network. Each network-interface-unit that is attached to a workstation has a unique 

number identifying it which is known as the node address. The NIU is also called Terminal Access Point 

(TAP).Different manufacturers have different names for the interface. Computer networks can be used for 

numerous services, both for companies and for individuals. For companies, networks of personal computers 

using shared servers often provide access to corporate information. Typically they follow the client-server 

model, with client workstations on employee desktops accessing powerful servers in the machine room. 

For individuals ,networks offer access to a variety of information and entertainment resources .Individuals 

often access the Internet by calling up an ISP using a modem, although increasingly many people have a 

fixed connection at home. An up and-coming area is wireless networking with new application such as 

mobile email access and m-commerce. 

 

Uses of Computer Networks 

 

Business Applications 
 
         Many companies have a substantial   number  of  computers. For   example, a  company may  

have separate computers to monitor production, keep track of inventories, and do the payroll. Initially, 

each of these computers may have worked in isolation from the others, but at some point, management 

may have decided to connect them to be able to extract and correlate information about the entire 

company. 

 

         In the simplest of terms, one can imagine a company's information system as consisting of one or 

more databases and some number of employees who need to access them remotely.  
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         In this model, the data are stored on powerful computers called servers. Often these are centrally 

housed and maintained by a system administrator. In contrast, the employees have simpler machines, 

called clients, on their desks, with which they access remote data, for example, to include in spreadsheets 

they are constructing. (Sometimes we will refer to the human user of the client machine as the ''client,'' but 

it should be clear from the context whether we mean the computer or its user.) The client and server 

machines are connected by a network, as illustrated in  Fig. 1-1. Note that we have shown the network as 

a simple oval, without any detail.. 

 

  

Figure 1-1.   A network with two clients and one server. 

 
 

 

 

 

         This whole arrangement is called the client-server model. It is widely used and forms the basis of 

much network usage. It is applicable when the client and server are both in the same building (e.g., belong 

to the same company), but also when they are far apart. For example, when a person at home accesses 

a page on the World Wide Web, the same model is employed, with the remote Web server being the 

server and the user's personal computer being the client. Under most conditions, one server can handle a 

large number of clients. 

 
            Two processes are involved, one on the client machine and one on the server machine. 

Communication takes the form of the client process sending a message over the network to the server 

process. The client process then waits for a reply message. When the server process gets the request, it 

performs the requested work or looks up the requested data and sends back a reply. These messages are 

shown in Fig. 1-2. 

 

Figure 1-2. The client-server model involves requests and replies. 

 

 
 
             A  second  goal  of  setting up  a  computer  network  has  to  do  with  people rather  than  

information  or  even computers. A computer network can provide a powerful communication medium 

among employees. Virtually every company that has two or more computers now has e-mail (electronic 

mail), which employees generally use for a great deal of daily communication. In fact, a common gripe 

around the water cooler is how much e-mail everyone has to deal with, much of it meaningless because 

bosses have discovered that they can send the same (often content-free) message to all their subordinates 

at the push of a button. 
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          e-mail is not the only form of improved communication made possible by computer networks. 

With a network, it is easy for two or more people who work far apart to write a report together. When 

one worker makes a change to an online document, the others can see the change immediately, instead 

of waiting several days for a letter. Such a speedup makes cooperation among far-flung groups of 

people easy where it previously had been impossible. 

 

         Yet another form of computer-assisted communication is videoconferencing. Using this 

technology, employees at distant locations can hold a meeting, seeing and hearing each other and even 

writing on a shared virtual blackboard. Videoconferencing is a powerful tool for eliminating the cost and 

time previously devoted to travel. It is sometimes said that communication and transportation are having 

a race, and whichever wins will make the other obsolete. 

 
           A third goal for increasingly many companies is doing business electronically with other 

companies, especially suppliers and customers. For example, manufacturers of automobiles, aircraft, 

and computers, among others, buy subsystems from a variety of suppliers and then assemble the parts. 

Using computer networks, manufacturers can place orders electronically as needed. Being able to 

place orders in real time (i.e., as needed) reduces the need for large inventories and enhances efficiency. 

 

       A fourth goal that is starting to become more important is doing business with consumers over the 

Internet. Airlines, bookstores, and music vendors have discovered that many customers like the 

convenience of shopping from home. Consequently, many companies provide catalogs of their goods and 

services online and take orders on-line. This sector is expected to grow quickly in the future. It is called 

e-commerce (electronic commerce). 

 

Home Applications 
 
          In 1977, Ken Olsen was president of the Digital Equipment Corporation, then the number two 

computer vendor in the world (after IBM). When asked why Digital was not going after the personal 

computer market in a big way, he said: ''There is no reason for any individual to have a computer in his 

home.'' History showed otherwise and Digital no longer exists. Why do people buy computers for home 

use? Initially, for word processing and games, but in recent years that picture has changed radically. 

Probably the biggest reason now is for Internet access. Some of the more popular uses of the Internet for 

home users are as follows: 

 
1.   Access to remote information. 

2.   Person-to-person communication. 

3.   Interactive entertainment. 
4.   Electronic commerce. 

 

Access to remote information 

 

         Access to remote information comes in many forms. It can be surfing the World Wide Web for     

information or just for fun. Information available includes the arts, business, cooking, government, health, 

history, hobbies, recreation, science, sports, travel, and many others. Fun comes in too many ways to 

mention, plus some ways that are better left unmentioned. 

 

        Many newspapers have gone on-line and can be personalized. For example, it is sometimes possible 

to tell a newspaper that you want everything about corrupt politicians, big fires, scandals involving 

celebrities, and epidemics, but no football, thank you. Sometimes it is even possible to have the selected 

articles downloaded to your hard disk while you sleep or printed on your printer just before breakfast.            
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As this trend continues, it will cause massive unemployment among 12-year-old paperboys, but 

newspapers like it because distribution has always been the weakest link in the whole production chain. 

 
       All of the above applications involve interactions between a person and a remote database full of 

information. The second broad category of network use is person-to-person communication, basically the 

21st century's answer to the 19th century's telephone. E-mail is already used on a daily basis by millions 

of people all over the world and its use is growing rapidly. It already routinely contains audio and video 

as well as text and pictures. Smell may take a while. 

 

      Any teenager worth his or her salt is addicted to instant messaging. This facility, derived from the 

UNIX talk program in use since around 1970, allows two people to type messages at each other in real 

time. A multiperson version of this idea is the chat room, in which a group of people can type messages 

for all to see. 

 
       Worldwide newsgroups, with discussions on every conceivable topic, are already commonplace 

among a select group of people, and this phenomenon will grow to include the population at large. These 

discussions, in which one person posts a message and all the other subscribers to the newsgroup can read 

it, run the gamut from humorous to impassioned. Unlike chat rooms, newsgroups are not real time and 

messages are saved so that when someone comes back from vacation, all messages that have been posted 

in the meanwhile are patiently waiting for reading. 

 

Person-to-person communication. 

 

          Another type of person-to-person communication often goes by the name of peer-to-peer 

communication, to distinguish it from the client-server model . In this form, individuals who form a loose 

group  can  communicate  with  others  in  the  group,  as  shown  in  Fig.  1-3. Every   person   can,  

in   principle, communicate with one or more other people; there is no fixed division into clients and 

servers. 

 

Figure 1-3.In a peer-to-peer system there are no fixed clients and servers. 

 

 
 
          However, the next generation of peer-to-peer systems eliminates the central database by having 

each user maintain his own database locally, as well as providing a list of other nearby people who are 

members of the system. A new user can then go to any existing member to see what he has and get a list 

of other members to inspect for more music and more names. This lookup process can be repeated 

indefinitely to build up a large local database of what is out there. It is an activity that would get 

tedious for people but is one at which computers excel. 
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        Legal applications for peer-to-peer communication also exist. For example, fans sharing public 

domain music or sample tracks that new bands have released for publicity purposes, families sharing 

photos, movies, and genealogical information, and teenagers playing multiperson on-line games. In fact, 

one of the most popular Internet applications of all, e-mail, is inherently peer-to-peer. This form of 

communication is expected to grow considerably in the future. 

 

         Other communication-oriented applications include using the Internet to carry telephone calls, 

video phone, and Internet radio, three rapidly growing areas. Another application is telelearning, meaning 

attending 8 A.M. classes without the inconvenience of having to get out of bed first. In the long run, 

the use of networks to enhance human-to-human communication may prove more important than any 

of the others. 

 

Entertainment 

 
          Third category is entertainment, which is a huge and growing industry. The killer application 

here (the one that may drive all the rest) is video on demand. A decade or so hence, it may be possible to 

select any movie or television program ever made, in any country, and have it displayed on your screen 

instantly. New films may become interactive, where the user is occasionally prompted for the story 

direction (should Macbeth murder Duncan or just bide his time?) with alternative scenarios provided for 

all cases. Live television may also become interactive, with the audience participating in quiz shows, 

choosing among contestants, and so on. 

 

           On the other hand, maybe the killer application will not be video on demand. Maybe it will be 

game playing. Already we have multi person real-time simulation games, like hide-and-seek in a virtual 

dungeon, and flight simulators with the players on one team trying to shoot down the players on the 

opposing team. If games are played with goggles and three-dimensional real-time, photographic-quality 

moving images, we have a kind of worldwide shared virtual reality. 

 

Electronic commerce 

 
          Fourth category is electronic commerce in the broadest sense of the term. Home shopping is 

already popular and enables users to inspect the on-line catalogs of thousands of companies. Some of 

these catalogs will soon provide the ability to get an instant video on any product by just clicking 

on the product's name. After the customer buys a product electronically but cannot figure out how to 

use it, on-line technical support may be consulted. 

 
         Another area in which e-commerce is already happening is access to financial institutions. Many 

people already pay their bills, manage their bank accounts, and handle their investments electronically. 

This will surely grow as networks become more secure. 

 

         One area that virtually nobody foresaw is electronic flea markets (e-flea?). On-line auctions of 

second-hand goods have become a massive industry. Unlike traditional e-commerce, which follows the 

client-server model, on-line auctions are more of a peer-to-peer system, sort of consumer-to-consumer. 

Some of these forms of e- commerce have acquired cute little tags based on the fact that ''to'' and ''2'' are 

pronounced the same. The most popular ones are listed in  Fig. 1-4. 
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Figure 1-4. Some forms of e-commerce. 

 

 
 
Mobile Users 

 
        Mobile computers, such as notebook computers and personal digital assistants (PDAs), are one of 

the fastest- growing segments of the computer industry. Many owners of these computers have desktop 

machines back at the office and want to be connected to their home base even when away from home or 

en route. Since having a wired connection is impossible in cars and airplanes, there is a lot of interest in 

wireless networks. 

 
         Computer conferences these days, the organizers often set up a wireless network in the conference 

area. Anyone with a notebook computer and a wireless modem can just turn the computer on and be 

connected  to  the  Internet,  as  though  the  computer  were  plugged  into  a  wired  network.  Similarly,  

some  universities have installed wireless networks on campus so students can sit under the trees and 

consult the library's card catalog or read their e-mail. 

 
        Wireless networks are of great value to fleets of trucks, taxis, delivery vehicles, and repairpersons 

for keeping in contact with home. For example, in many cities, taxi drivers are independent businessmen, 

rather than being employees of a taxi company. In some of these cities, the taxis have a display the driver 

can see. When a customer calls up, a central dispatcher types in the pickup and destination points. This 

information is displayed on the drivers' displays and a beep sounds. The first driver to hit a button on the 

display gets the call. 

 
       Wireless networks are also important to the military. If you have to be able to fight a war anywhere 

on earth on short notice, counting on using the local networking infrastructure is probably not a good 

idea. It is better to bring your own. 

 

       Although wireless networking and mobile computing are often related, they are not identical, as  

Fig. 1-5 shows. Here we see a distinction between fixed wireless and mobile wireless. Even notebook 

computers are sometimes wired. For example, if a traveler plugs a notebook computer into the telephone 

jack in a hotel room, he has mobility without a wireless network. 

 

Figure 1-5 Combinations of wireless networks and mobile computing. 
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          On the other hand, some wireless computers are not mobile. An important example is a company 

that owns an older building lacking network cabling, and which wants to connect its computers. Installing 

a wireless network may require little more than buying a small box with some electronics, unpacking it, 

and plugging it in. This solution may be far cheaper than having workmen put in cable ducts to wire the 

building. 

 

           But of course, there are also the true mobile, wireless applications, ranging from the portable office 

to people walking around a store with a PDA doing inventory. At many busy airports, car rental return 

clerks work in the parking lot with wireless portable computers. They type in the license plate number of 

returning cars, and their portable, which has a built-in printer, calls the main computer, gets the rental 

information, and prints out the bill on the spot. 

 
          Another area in which wireless could save money is utility meter reading. If electricity, gas, water, 

and other meters in people's homes were to report usage over a wireless network, there would be no need 

to send out meter readers. Similarly, wireless smoke detectors could call the fire department instead of 

making a big noise (which has little value if no one is home). As the cost of both the radio devices and 

the air time drops, more and more measurement and reporting will be done with wireless networks. 

 
         A whole different application area for wireless networks is the expected merger of cell phones and 

PDAs into tiny wireless computers. A first attempt was tiny wireless PDAs that could display stripped-

down Web pages on their even tinier screens. This system, called WAP 1.0 (Wireless Application 

Protocol) failed, mostly due to the microscopic screens, low bandwidth, and poor service. But newer 

devices and services will be better with WAP 2.0. 

 
          One area in which these devices may excel is called m-commerce (mobile-commerce) (Senn, 

2000). The driving force behind this phenomenon consists of an amalgam of wireless PDA manufacturers 

and network operators who are trying hard to figure out how to get a piece of the e-commerce pie. 

         

          One of their hopes is to use wireless PDAs for banking and shopping. One idea is to use the wireless 

PDAs as a kind of electronic wallet, authorizing payments in stores, as a replacement for cash and credit 

cards. The charge then appears on the mobile phone bill. From the store's point of view, this scheme may 

save them most of the credit card company's fee, which can be several percent.  

 

         Since the network operator knows where the user is, some services are intentionally location 

dependent. For example, it may be possible to ask for a nearby bookstore or Chinese restaurant. Mobile 

maps are another candidate. So are very local weather forecasts (''When is it going to stop raining in my 

backyard?''). No doubt many other applications appear as these devices become more widespread. 

 

         A little further out in time are personal area networks and wearable computers. IBM has developed 

a watch that runs Linux (including the X11 windowing system) and has wireless connectivity to the 

Internet for sending and receiving e-mail.. 

 
       Smart watches with radios have been part of our mental space since their appearance in the Dick 

Tracy comic strip in 1946. But smart dust? Researchers at Berkeley have packed a wireless computer into 

a cube 1 mm on edge (Warneke et al., 2001). Potential applications include tracking inventory, packages, 

and even small birds, rodents, and insects. 
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Social Issues 
 
        The widespread introduction of networking has introduced new social, ethical, and political 

problems. Let us just briefly mention a few of them; a thorough study would require a full book, at least. 

A popular feature of many networks are newsgroups or bulletin boards whereby people can exchange 

messages with like-minded individuals. As long as the subjects are restricted to technical topics or 

hobbies like gardening, not too many problems will arise. 

 
       The trouble comes when newsgroups are set up on topics that people actually care about, like 

politics, religion, or sex. Views posted to such groups may be deeply offensive to some people. Worse 

yet, they may not be politically correct. Furthermore, messages need not be limited to text. High-

resolution color photographs and even short video clips can now easily be transmitted over computer 

networks. Some people take a live-and-let- live  view,  but  others  feel  that  posting  certain  material  

(e.g.,  attacks  on  particular  countries  or  religions, pornography,  etc.)  simply  unacceptable  and  must  

be  censored.  Different countries  have  different  and conflicting laws in this area. Thus, the debate rages. 

 
            People have sued network operators, claiming that they are responsible for the contents of what 

they carry, just as newspapers and magazines are. The inevitable response is that a network is like a 

telephone company or the post office and cannot be expected to police what its users say. Stronger yet, 

were network operators to censor messages, they would likely delete everything containing even the 

slightest possibility of them being sued, and thus violate their users' rights to free speech. It is probably 

safe to say that this debate will go on for a while. 

 
             Another fun area is employee rights versus employer rights. Many people read and write e-mail 

at work. Many employers have claimed the right to read and possibly censor employee messages, 

including messages sent from a home computer after work. Not all employees agree with this. 

 

             In short, computer networks, like the printing press 500 years ago, allow ordinary citizens to 

distribute their views in different ways and to different audiences than were previously possible. This 

new-found freedom brings with it many unsolved social, political, and moral issues. 

 

Network Hardware 

 
There are two types of transmission technology that are in widespread use.  
 
They are as follows: 

1.   Broadcast links. 

2.   Point-to-point links. 

 

Broadcast links 

 

           Broadcast networks have a single communication channel that is shared by all the machines on 

the network. Short messages, called packets in certain contexts, sent by any machine are received by all 

the others. An address field within the packet specifies the intended recipient. Upon receiving a packet, 

a machine checks the address field. If the packet is intended for the receiving machine, that machine 

processes the packet; if the packet is intended for some other machine, it is just ignored. 

           As an analogy, consider someone standing at the end of a corridor with many rooms off it and 

shouting ''Watson, come here. I want you.'' Although the packet may actually be received (heard) by 

many people, only Watson responds. The others just ignore it. Another analogy is an airport 

announcement asking all flight 644 passengers to report to gate 12 for immediate boarding. 
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             Broadcast systems generally also allow the possibility of addressing a packet to all 

destinations by using a special code in the address field. When a packet with this code is transmitted, it 

is received and processed by every machine on the network. This mode of operation is called 

broadcasting. Some broadcast systems also support transmission to a subset of the machines, something 

known as multicasting. One possible scheme is to reserve one bit to indicate multicasting. The 

remaining n - 1 address bits can hold a group number. Each machine can ''subscribe'' to any or all of 

the groups. When a packet is sent to a certain group, it is delivered to all machines subscribing to that 

group. 

 

Point-to-point links 

 

         In contrast, point-to-point networks consist of many connections between individual pairs of 

machines. To go from the source to the destination, a packet on this type of network may have to first 

visit one or more intermediate machines. Often multiple routes, of different lengths, are possible, so 

finding good ones is important in point-to-point networks. As a general rule (although there are many 

exceptions), smaller, geographically localized networks tend to use broadcasting, whereas larger 

networks usually are point-to-point. Point-to-point transmission with one sender and one receiver is 

sometimes called unicasting. 

 

An alternative criterion for classifying networks is their scale. In  Fig. 1-6 we classify multiple processor 

systems by their physical size. At the top are the personal area networks, networks that are meant for one 

person. For example, a wireless network connecting a computer with its mouse, keyboard, and printer is 

a personal area network. Also, a PDA that controls the user's hearing aid or pacemaker fits in this 

category. Beyond the personal area networks come longer-range networks. These can be divided into 

local, metropolitan, and wide area networks. Finally, the connection of two or more networks is called 

an internetwork. The worldwide Internet is a well-known example of an internetwork. Distance is 

important as a classification metric because different techniques are used at different scales. In this 

book we will be concerned with networks at all these scales. Below we give a brief introduction to 

network hardware. 

 

 

Figure 1-6. Classification of interconnected processors by scale. 
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Local Area Networks 

 
            Local area networks, generally called LANs, are privately-owned networks within a single 

building or campus of up to a few kilometers in size. They are widely used to connect personal 

computers and workstations in company offices and factories to share resources (e.g., printers) and 

exchange information. LANs are distinguished from other kinds of networks by three characteristics: (1) 

their size, (2) their transmission technology, and (3) their topology. 

           

             LANs are restricted in size, which means that the worst-case transmission time is bounded and 

known in advance. Knowing this bound makes it possible to use certain kinds of designs that would not 

otherwise be possible. It also simplifies network management. 

 

            LANs may use a transmission technology consisting of a cable to which all the machines are 

attached, like the telephone company party lines once used in rural areas. Traditional LANs run at 

speeds of 10 Mbps to 100 Mbps, have low delay (microseconds or nanoseconds), and make very few 

errors. Newer LANs operate at up to 10 Gbps. In this book, we will adhere to tradition and measure line 

speeds in megabits/sec (1 Mbps is 1,000,000 bits/sec) and gigabits/sec (1 Gbps is 1,000,000,000 bits/sec). 

 
             Various topologies are possible for broadcast LANs.  Figure 1-7 shows two of them. In a bus 

(i.e., a linear cable) network, at any instant at most one machine is the master and is allowed to transmit. 

All other machines are required to refrain from sending. An arbitration mechanism is needed to resolve 

conflicts when two or more machines want to transmit simultaneously. The arbitration mechanism may 

be centralized or distributed. IEEE 802.3, popularly called Ethernet, for example, is a bus-based 

broadcast network with decentralized control, usually operating at 10 Mbps to 10 Gbps. Computers on 

an Ethernet can transmit whenever they want to; if two or more packets collide, each computer just waits 

a random time and tries again later. 

 

Figure 1-7. Two broadcast networks. (a) Bus. (b) Ring. 

 

 
 
A second type of broadcast system is the ring. In a ring, each bit propagates around on its own, not 
waiting for the rest of the packet to which it belongs. Typically, each bit circumnavigates the entire ring 
in the time it takes to transmit a few bits, often before the complete packet has even been transmitted. As 
with all other broadcast systems, some rule is needed for arbitrating simultaneous accesses to the 
ring. Various methods, such as having the machines take turns, are in use. IEEE 802.5 (the IBM token 
ring), is a ring-based LAN operating at 4 and 16 Mbps. FDDI is another example of a ring network. 
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Broadcast networks can be further divided into  

 

 

 Static  

 dynamic, 

 

 depending on how the channel is allocated.  

 

Static Allocation 

 

        A typical static allocation would be to divide time into discrete intervals and use a round-robin 

algorithm, allowing each machine to broadcast only when its time slot comes up. Static allocation wastes 

channel capacity when a machine  has  nothing  to  say  during  its  allocated  slot,  so  most  systems  

attempt  to  allocate  the  channel dynamically (i.e., on demand). 

 

Dynamic Allocation 

 
         Dynamic allocation methods for a common channel are either centralized or decentralized. In the 

centralized channel allocation method, there is a single entity, for example, a bus arbitration unit, 

which determines who goes next. It might do this by accepting requests and making a decision according 

to some internal algorithm. In the decentralized channel allocation method, there is no central entity; each 

machine must decide for itself whether to transmit.  

 

Metropolitan Area Networks 
 
              A metropolitan area network, or MAN, covers a city. The best-known example of a MAN is the 

cable television network available in many cities. This system grew from earlier community antenna 

systems used in areas with poor over-the-air television reception. In these early systems, a large antenna 

was placed on top of a nearby hill and signal was then piped to the subscribers' houses. 

 

            At first, these were locally-designed, ad hoc systems. Then companies began jumping into the 

business, getting contracts from city governments to wire up an entire city. The next step was television 

programming and even entire channels designed for cable only. Often these channels were highly 

specialized, such as all news, all sports, all cooking, all gardening, and so on. But from their inception 

until the late 1990s, they were intended for television reception only. 

 
               Starting when the Internet attracted a mass audience, the cable TV network operators began to 

realize that with some changes to the system, they could provide two-way Internet service in unused 

parts of the spectrum. At that point, the cable TV system began to morph from a way to distribute 

television to a metropolitan area network. To a first approximation, a MAN might look something like 

the system shown in  Fig. 1-8. In this figure we see both television signals and Internet being fed into the 

centralized head end for subsequent distribution to people's homes.  

         

           Cable television is not the only MAN. Recent developments in high-speed wireless Internet access 

resulted in another MAN, which has been standardized as IEEE 802.16 
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Figure 1-8. A metropolitan area network based on cable 

TV. 

 

 
 

 

 

 

WideArea Networks 
 
             A wide area network, or WAN, spans a large geographical area, often a country or continent. It 

contains a collection of machines intended for running user (i.e., application) programs. The hosts are 

connected by a communication subnet, or just subnet for short. The hosts are owned by the customers 

(e.g., people's personal computers), whereas the communication subnet is typically owned and operated 

by a telephone company or Internet service provider. 

 

              The job of the subnet is to carry  messages  from  host  to  host,  just  as  the  telephone  system  

carries  words  from  speaker  to  listener.  

 
In most wide area networks, the subnet consists of two distinct components:  

 

 Transmission lines  

 Switching elements.  

 

Transmission lines move bits between machines. They can be made of copper wire, optical fiber, or 

even radio links. Switching elements are specialized computers that connect three or more transmission 

lines. When data arrive on an incoming line, the switching element must choose an outgoing line on 

which to forward them.  

 

These switching computers have been called by various names in the past; the name router is now most 

commonly used. Unfortunately, some people pronounce it ''rooter'' and others have it rhyme with 

''doubter.'' Determining the correct pronunciation will be left as an exercise for the reader. (Note: the 

perceived correct answer may depend on where you live.) 
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In this model, shown in Fig. 1-9, each host is frequently connected to a LAN on which a router is present, 

although in some cases a host can be connected directly to a router. The collection of communication 

lines and routers (but not the hosts) form the subnet. 

 

Figure 1-9. Relation between hosts on LANs and the subnet. 

 

 
 

Subnet  

 

          It is collection of routers and communication lines that moved packets from the source host to 

the destination host.  

 
           In most WANs, the network contains numerous transmission lines, each one connecting a pair of 

routers. If two routers that do not share a transmission line wish to communicate, they must do this 

indirectly, via other routers. When a packet is sent from one router to another via one or more intermediate 

routers, the packet is received at each intermediate router in its entirety, stored there until the required 

output line is free, and then forwarded.  

           

           A subnet organized according to this principle is called a store-and-forward or packet-switched 

subnet. Nearly all wide area networks (except those using satellites) have store-and-forward subnets. 

When the packets are small and all the same size, they are often called cells. 

 

            The principle of a packet-switched WAN is so important that it is worth devoting a few 

more words to it. Generally, when a process on some host has a message to be sent to a process 

on some other host, the sending host first cuts the message into packets, each one bearing its number 

in the sequence. These packets are then injected into the network one at a time in quick succession. 

The packets are transported individually over the network and deposited at the receiving host, where 

they are reassembled into the original message and delivered to the receiving process. A stream of 

packets resulting from some initial message is illustrated in  Fig.1-10. 
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Figure 1-10. A stream of packets from sender to receiver. 

 

 
 
In this figure, all the packets follow the route ACE, rather than ABDE or ACDE.  

 

       In some networks all packets from a given message must follow the same route; in others each 

packet is routed separately. Of course, if ACE is the best route, all packets may be sent along it, even if 

each packet is individually routed. 

 
        Routing decisions are made locally. When a packet arrives at router A,iti s up to A to decide if this 

packet should be sent on the line to B or the line to C. How A makes that decision is called the routing 

algorithm. Not all WANs are packet switched.  

          

         A second possibility for a WAN is a satellite system. Each router has an antenna through which it 

can send and receive. All routers can hear the output from the satellite, and in some cases they can also 

hear the upward transmissions of their fellow routers to the satellite as well. Sometimes the routers are 

connected to a substantial point-to-point subnet, with only some of them having a satellite antenna. 

Satellite networks are inherently broadcast and are most useful when the broadcast property is important. 

 

Wireless Networks 

 
Digital wireless communication is not a new idea. As early as 1901, the Italian physicist Guglielmo Marconi 

demonstrated a ship-to-shore wireless telegraph, using Morse Code (dots and dashes are binary, after all). 

Modem digital wireless systems have better performance, but the basic idea is the same. 

 

Wireless networks can be divided into three main categories: 

 

1. System interconnection. 

2. Wireless LANs. 

3. Wireless WANs. 

 

System Interconnection 

 

       System interconnection is all about interconnecting the components of a computer using short-range 

radio. Almost every computer has a monitor  ,keyboard, mouse, and printer connected to the main unit by 

cables. So many new users have a hard time plugging all the cables into the right little holes (even though 

they are usually color coded) that most computer vendors offer the option of sending a technician to the 

user's home to do it. Consequently, some companies got together to design a short-range wireless network 

called Bluetooth to connect these components without wires. Bluetooth also allows digital cameras, 

headsets, scanners, and other devices to connect to a computer by merely being brought within range. No 
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cables, no driver installation, just put them down, turn them on, and they work. For many people, this ease 

of operation is a big plus. 

 

Figure 1-11. (a) Bluetooth configuration.  
 

 

 
 

 

 

Wireless LAN 

 

         Wireless LANs. These are systems in which every computer has a radio modem and antenna with 

which it can communicate with other systems. Often there is an antenna on the ceiling that the machines 

talk to, as shown in  Fig. 1-11(b). However, if the systems are close enough, they can communicate 

directly with one another in a peer-to-peer configuration. Wireless LANs are becoming increasingly 

common in small offices and homes, where installing Ethernet is considered too much trouble, as well as 

in older office buildings, company cafeterias, conference rooms, and other places. There is a standard for 

wireless LANs, called IEEE 802.11, which most systems implement and which is becoming very 

widespread.  
 

Figure 1-11. (b) Wireless LAN. 
 

 
 

 

 

 

 



 
Unit 1 Computer Networks 

 

18 
 

 

Wireless WANs 
 

         The third kind of wireless network is used in wide area systems. The radio network used for 

cellular telephones is an example of a low-bandwidth wireless system. This system has already gone 

through three generations. The first generation was analog and for voice only. The second generation 

was digital and for voice only. The third generation is digital and is for both voice and data. In a certain 

sense, cellular wireless networks are like wireless LANs, except that the distances involved are much 

greater and the bit rates much lower. Wireless LANs can operate at rates up to about 50 Mbps over 

distances of tens of meters. Cellular systems operate below 1 Mbps, but the distance between the base 

station and the computer or telephone is measured in kilometers rather than in meters. 

 

Home Networks 

 
             Home networking is on the horizon. The fundamental idea is that in the future most homes will be 

set up for networking. Every device in the home will be capable of communicating with every other device, 

and all of them will be accessible over the Internet. This is one of those visionary concepts that 

nobody asked for (like TV remote controls or mobile phones), but once they arrived nobody can imagine 

how they lived without them. 

 

            Many devices are capable of being networked. Some. of the more obvious categories (with 

examples) are as follows: 

 

1. Computers (desktop PC, notebook PC, PDA, shared peripherals). 

2. Entertainment (TV, DVD, VCR, camcorder,-camera, stereo, MP3). 

3. Telecommunications (telephone, mobile telephone, intercom, fax). 

4. Appliances (microwave, refrigerator, clock, furnace, airco, lights). 

5. Telemetry (utility meter, smokelburglar alarm, thermostat, babycam). 

 

        Home computer networking is already here in a limited way. Many homes already have a device to 

connect multiple computers to a fast Internet connection. Networked entertainment is not quite here, but as 

more and more music and movies can be downloaded from the Internet, there will be a demand 

to connect stereos and televisions to it. Also, people will want to share their own videos with friends and 

family, so the connection will need to go both ways. Telecommunications gear is already connected to the 

outside world, but soon it will be digital and go over the Internet. The average home probably has 

a dozen clocks (e.g., in appliances), all of which have to be reset twice a year when daylight saving time 

(summer time) comes and goes. If all the clocks were on the Internet, that resetting could be done 

automatically. Finally, remote monitoring of the home and its contents is a likely winner. Probably many 

parents would be willing to spend some money to monitor their sleeping babies on their PDAs when they 

are eating put, even with a rented teenager in the house. While one can imagine a separate network for each 

application area, integrating all of them into a single network is probably a better idea. 

 

Inter-networks 
 

        Many networks exist in the world, often with different hardware and software. People connected to 

one network often want to communicate with people attached to a different one. The fulfilment of this 

desire requires that different, and frequently incompatible networks, be connected, sometimes by 

means of machines called gateways to make the connection and provide the necessary translation, both in 

terms of hardware and software.  
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      A collection of interconnected networks is called an internetwork or internet. These terms will be 

used in a generic sense, in contrast to the worldwide Internet (which is one specific internet), which 

we will always capitalize. 

  

        An internetwork is formed when distinct networks are interconnected. In our view, connecting a LAN 

and a WAN or connecting two LAN s forms an internetwork, but there is little agreement in the industry 

over terminology in this area. One rule of thumb is that if different organizations paid to construct different 

parts of the network and each maintains its part, we have an internetwork rather than a single network. 

Also, if the underlying technology is different in different parts (e.g., broadcast versus point-to-point). 

 

Network Software 
 
             The first computer networks were designed with the hardware as the main concern and the 

software as an afterthought. This strategy no longer works. Network software is now highly structured. 

In the following sections we examine the software structuring technique in some detail.  

 

Protocol Hierarchies 
 
                  To reduce their design complexity, most networks are organized as a stack of layers or levels, 

each one built upon the one below it. The number of layers, the name of each layer, the contents of 

each layer, and the function of each layer differ from network to network. The purpose of each layer is 

to offer certain services to the higher layers, shielding those layers from the details of how the offered 

services are actually implemented. In a sense, each layer is a kind of virtual machine, offering certain 

services to the layer above it. 

 
             This concept is actually a familiar one and used throughout computer science, where it is 

variously known as information hiding, abstract data types, data encapsulation, and object-oriented 

programming. The fundamental idea is that a particular piece of software (or hardware) provides a service 

to its users but keeps the details of its internal state and algorithms hidden from them. 

 

               Layer n on one machine carries on a conversation with layer n on another machine. The rules 

and conventions used in this conversation are collectively known as the layer n protocol. Basically, a 

protocol is an agreement between the communicating parties on how communication is to proceed 
 
          A five-layer network is illustrated in  Fig. 1-13. The entities comprising the corresponding layers on 
different machines are called peers. The peers may be processes, hardware devices, or even human beings. In 
other words, it is the peers that communicate by using the protocol. 
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Figure 1-13. Layers, protocols, and interfaces 

 

 

 
 

 

              In reality, no data are directly transferred from layer n on one machine to layer n on another 

machine. Instead, each layer passes data and control information to the layer immediately below it, 

until the lowest layer is reached. Below layer 1 is the physical medium through which actual 

communication occurs. In  Fig. 1-13, virtual communication is shown by dotted lines and physical 

communication by solid lines. 

                   

                A set of layers and protocols is called a network architecture. The specification of an 

architecture must contain enough information to allow an implementer to write the program or build the 

hardware for each layer so that it will correctly obey the appropriate protocol. Neither the details of the 

implementation nor the specification of the interfaces is part of the architecture because these are hidden 

away inside the machines and not visible from the outside. It is not even necessary that the interfaces 

on all machines in a network be the same, provided that each machine can correctly use all the protocols. 

A list of protocols used by a certain system, one protocol per layer, is called a protocol stack. 

    

             Now consider a more technical example: how to provide communication to the top layer of the 

five-layer network in  Fig. 1-15. A message, M, is produced by an application process running in layer 

5 and given to layer 4 for transmission. Layer 4 puts a header in front of the message to identify the 

message and passes the result to layer 3. The header includes control information, such as sequence 

numbers, to allow layer 4 on the destination machine to deliver messages in the right order if the lower 

layers do not maintain sequence. In some layers, headers can also contain sizes, times, and other control 

fields. 
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Figure 1-15. Example information flow supporting virtual communication in layer 5. 

 

 

 
 

           In many networks, there is no limit to the size of messages transmitted in the layer 4 protocol, but 
there is nearly always a limit imposed by the layer 3 protocol. Consequently, layer 3 must break up the 
incoming messages into smaller units, packets, prepending a layer 3 header to each packet. In this 

example, M is split into two parts, M1 and M2. 

         

            Layer 3 decides which of the outgoing lines to use and passes the packets to layer 2. Layer 2 adds 

not only a header to each piece, but also a trailer, and gives the resulting unit to layer 1 for physical 

transmission. At the receiving machine the message moves upward, from layer to layer, with headers 

being stripped off as it progresses. None of the headers for layers below n are passed up to layer n. 

 

Design Issues for the Layers 
 
         Every layer needs a mechanism for identifying senders and receivers. Since a network normally has 

many computers, some of which have multiple processes, a means is needed for a process on one machine 

to specify with whom it wants to talk. As a consequence of having multiple destinations, some form 

of addressing is needed in order to specify a specific destination. 

 

        Another set of design decisions concerns the rules for data transfer. In some systems, data only travel 

in one direction; in others, data can go both ways. The protocol must also determine how many logical 

channels the connection corresponds to and what their priorities are. Many networks provide at least two 

logical channels per connection, one for normal data and one for urgent data. 

 
          Error control is an important issue because physical communication circuits are not perfect. Many 

error-detecting and error-correcting codes are known, but both ends of the connection must agree on 

which one is being used. In addition, the receiver must have some way of telling the sender which 

messages have been correctly received and which have not. 
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     Not all communication channels preserve the order of messages sent on them. To deal with a possible 

loss of sequencing, the protocol must make explicit provision for the receiver to allow the pieces to be 

reassembled properly. An obvious solution is to number the pieces, but this solution still leaves open the 

question of what should be done with pieces that arrive out of order. 

 
         An issue that occurs at every level is how to keep a fast sender from swamping a slow receiver 

with data. Various solutions have been proposed and will be discussed later. Some of them involve some 

kind of feedback from the receiver to the sender, either directly or indirectly, about the receiver's current 

situation. Others limit the sender to an agreed-on transmission rate. This subject is called flow control. 

 

          Another problem that must be solved at several levels is the inability of all processes to accept 

arbitrarily long messages.  This  property  leads  to  mechanisms  for  disassembling,  transmitting,  and  

then  reassembling messages. A related issue is the problem of what to do when processes insist on 

transmitting data in units that are so small that sending each one separately is inefficient. Here the 

solution is to gather several small messages  heading  toward  a  common  destination  into  a  single  

large  message  and  dismember  the  large message at the other side. 

 

        When it is inconvenient or expensive to set up a separate connection for each pair of communicating 

processes, the underlying layer may decide to use the same connection for multiple, unrelated 

conversations. As long as this multiplexing and demultiplexing is done transparently, it can be used by 

any layer. Multiplexing is needed in the physical layer, for example, where all the traffic for all 

connections has to be sent over at most a few physical circuits. 

 
         When there are multiple paths between source and destination, a route must be chosen. 

Sometimes this decision must be split over two or more layers. For example, to send data from London 

to Rome, a high-level decision might have to be made to transit France or Germany based on their 

respective privacy laws. Then a low-level decision might have to made to select one of the available 

circuits based on the current traffic load. This topic is called routing. 

 

Connection-Oriented and Connectionless Services 
 
Layers can offer two different types of service to the layers above them:  

 

 connection-oriented service 

 connectionless service.  

 

connection-oriented service 
 

          Connection-oriented service is modeled after the telephone system. To talk to someone, you pick 

up the phone, dial the number, talk, and then hang up. Similarly, to use a connection-oriented network 

service, the service user first establishes a connection, uses the connection, and then releases the 

connection. The essential aspect of a connection is that it acts like a tube: the sender pushes objects (bits) 

in at one end, and the receiver takes them out at the other end. In most cases the order is preserved so that 

the bits arrive in the order they were sent. 

          In some cases when a connection is established, the sender, receiver, and subnet conduct a 

negotiation about parameters to be used, such as maximum message size, quality of service required, and 

other issues. Typically, one side makes a proposal and the other side can accept it, reject it, or make a 

counterproposal. 
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connectionless service 
 
        In contrast, connectionless service is modeled after the postal system. Each message (letter) carries 

the full destination address, and each one is routed through the system independent of all the others. 

Normally, when two messages are sent to the same destination, the first one sent will be the first one to 

arrive. However, it is possible that the first one sent can be delayed so that the second one arrives first. 

Each service can be characterized by a quality of service. Some services are reliable in the sense that 

they never lose data. Usually, a reliable service is implemented by having the receiver acknowledge the 

receipt of each message so the sender is sure that it arrived. The acknowledgement process introduces 

overhead and delays, which are often worth it but are sometimes undesirable. 

 

        A typical situation in which a reliable connection-oriented service is appropriate is file transfer. The 

owner of the file wants to be sure that all the bits arrive correctly and in the same order they were sent. 

Very few file transfer customers would prefer a service that occasionally scrambles or loses a few bits, 

even if it is much faster. 

 
         Reliable connection-oriented service has two minor variations: message sequences and byte 

streams. In the former variant, the message boundaries are preserved. When two 1024-byte messages are 

sent, they arrive as two distinct 1024-byte messages, never as one 2048-byte message. In the latter, the 

connection is simply a stream of bytes, with no message boundaries. When 2048 bytes arrive at the 

receiver, there is no way to tell if they were sent as one 2048-byte message, two 1024-byte messages, or 

2048 1-byte messages. If the pages of a book are sent over a network to a phototypesetter as separate 

messages, it might be important to preserve the message boundaries. On the other hand, when a user logs 

into a remote server, a byte stream from the user's computer to the server is all that is needed. Message 

boundaries are not relevant. 

 

As mentioned above, for some applications, the transit delays introduced by acknowledgements are 

unacceptable. One such application is digitized voice traffic. It is preferable for telephone users to hear a 

bit of noise on the line from time to time than to experience a delay waiting for acknowledgements. 

Similarly, when transmitting a video conference, having a few pixels wrong is no problem, but having 

the image jerk along as the flow stops to correct errors is irritating. 

 
            Not all applications require connections. For example, as electronic mail becomes more common, 

electronic junk is becoming more common too. The electronic junk-mail sender probably does not want 

to go to the trouble of setting up and later tearing down a connection just to send one item. Nor is 

100 percent reliable delivery essential, especially if it costs more. All that is needed is a way to send a 

single message that has a high probability of arrival, but no guarantee. Unreliable (meaning not 

acknowledged) connectionless service is often called datagram service, in analogy with telegram service, 

which also does not return an acknowledgement to the sender. 

 

          In other situations, the convenience of not having to establish a connection to send one short 

message is desired, but reliability is essential. The acknowledged datagram service can be provided for 

these applications. It is like sending a registered letter and requesting a return receipt. When the receipt 

comes back, the sender is absolutely sure that the letter was delivered to the intended party and not lost 

along the way. 
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        Still   another  service  is  the  request-reply  service.  In   this  service  the  sender  transmits  a  single  

datagram containing a request; the reply contains the answer. For example, a query to the local 

library asking where Uighur is spoken falls into this category. Request-reply is commonly used to 

implement communication in the client-server model: the client issues a request and the server responds 

to it.  Figure 1-16 summarizes the types of services discussed above. 

 

Figure 1-16. Six different types of service. 

 

 
 

 

Service Primitives 
 
         A service is formally specified by a set of primitives (operations) available to a user process 

to access the service. These primitives tell the service to perform some action or report on an action 

taken by a peer entity. If the protocol stack is located in the operating system, as it often is, the 

primitives are normally system calls. These calls cause a trap to kernel mode, which then turns control 

of the machine over to the operating system to send the necessary packets. 

 
       The  set  of  primitives  available  depends  on  the  nature  of  the  service  being  provided.  The  

primitives  for connection-oriented service are different from those of connectionless service.  

 

 

Figure 1-17. Five service primitives for implementing a simple connection-oriented service. 

 

 
 
            These primitives might be used as follows. First, the server executes LISTEN to indicate that it 

is prepared to accept incoming connections. A common way to implement LISTEN is to make it a 

blocking system call. After executing the primitive, the server process is blocked until a request for 

connection appears. 

 

Next, the client process executes CONNECT to establish a connection with the server. The 

CONNECT call needs to specify who to connect to, so it might have a parameter giving the server's 

address. The operating system then typically sends a packet to the peer asking it to connect, as shown  
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by (1) in  Fig. 1-18. The client process is suspended until there is a response. When the packet arrives at 

the server, it is processed by the operating system there. When the system sees that the packet is 

requesting a connection, it checks to see if there is a listener. If so, it does two things: unblocks the 

listener and sends back an acknowledgement (2). The arrival of this acknowledgement then releases the 

client. At this point the client and server are both running and they have a connection established. It is 

important to note that the acknowledgement (2) is generated by the protocol code itself, not in response 

to a user-level primitive. If a connection request arrives and there is no listener, the result is undefined. 

In some systems the packet may be queued for a short time in anticipation of a LISTEN. 

 

Figure 1-18. Packets sent in a simple client-server interaction on a connection-oriented 

network. 

 

 

  

          The obvious analogy between this protocol and real life is a customer (client) calling a company's 

customer service manager. The service manager starts out by being near the telephone in case it rings. 

Then the client places the call. When the manager picks up the phone, the connection is established. 

 
          The next step is for the server to execute RECEIVE to prepare to accept the first request. 

Normally, the server does this immediately upon being released from the LISTEN, before the 

acknowledgement can get back to the client. The RECEIVE call blocks the server. 

 

          Then the client executes SEND to transmit its request (3) followed by the execution of RECEIVE 

to get the reply. The arrival of the request packet at the server machine unblocks the server process 

so it can process the request. After it has done the work, it uses SEND to return the answer to the client 

(4). The arrival of this packet unblocks the client, which can now inspect the answer. If the client has 

additional requests, it can make them now. If it is done, it can use DISCONNECT to terminate the 

connection. Usually, an initial DISCONNECT is a blocking call, suspending the client and sending a 

packet to the server saying that the connection is no longer needed (5). When the server gets the packet, 

it also issues a DISCONNECT of its own, acknowledging the client and releasing the connection. When 

the server's packet (6) gets back to the client machine, the client process is released and the connection is 

broken. In a nutshell, this is how connection-oriented communication works. 

 

Of course, life is not so simple. Many things can go wrong here. The timing can be wrong (e.g., the 

CONNECT is done before the LISTEN), packets can get lost, and much more. We will look at these 

issues in great detail later, but  for  the  moment,  Fig.  1-18  briefly  summarizes  how  client-server  

communication  might  work  over  a connection-oriented network. 
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 The Relationship of Services to Protocols 

 
           Services and protocols are distinct concepts, although they are frequently confused. This 

distinction is so important, however, that we emphasize it again here. A service is a set of primitives 

(operations) that a layer provides to the layer above it. The service defines what operations the layer is 

prepared to perform on behalf of its users, but it says nothing at all about how these operations are 

implemented. A service relates to an interface between two layers, with the lower layer being the service 

provider and the upper layer being the service user. 

 
          A protocol, in contrast, is a set of rules governing the format and meaning of the packets, or 

messages that are exchanged by the peer entities within a layer. Entities use protocols to implement their 

service definitions. They are free to change their protocols at will, provided they do not change the service 

visible to their users. In this way, the service and the protocol are completely decoupled. 

 

 

Figure 1-19.The relationship between a service and a  

protocol 

 

 

 

                                     
 

 

 

 

       An analogy with programming languages is worth making. A service is like an abstract data type 

or an object in an object-oriented language. It defines operations that can be performed on an object but 

does not specify how these operations are implemented. A protocol relates to the implementation of the 

service and as such is not visible to the user of the service. 

 
           Many older protocols did not distinguish the service from the protocol. In effect, a typical layer 

might have had a service primitive SEND PACKET with the user providing a pointer to a fully assembled 

packet. This arrangement meant that all changes to the protocol were immediately visible to the users. 

Most network designers now regard such a design as a serious blunder. 
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Reference Models 
 
               Now that we have discussed layered networks in the abstract, it is time to look at some 

examples. In the next two sections we will discuss two important network architectures,  

 

 The OSI reference model  

 The TCP/IP reference model.  

 

 

      Although the protocols associated with the OSI model are rarely used any more, the model 

itself is actually quite general and still valid, and the features discussed at each layer are still very 

important. The TCP/IP model has the opposite properties: the model itself is not of much use but the 

protocols are widely used. For this reason we will look at both of them in detail. Also, sometimes you 

can learn more from failures than from successes. 

 

The OSI Reference Model 

 
The OSI model (minus the physical medium) is shown in Fig. 1-20. This model is based on a proposal 

developed by the International Standards Organization (ISO) as a first step toward international 

standardization of the protocols used in the various layers (Day and Zimmermann, 1983). It was 

revised in 1995 (Day, 1995). The model is called the ISO OSI (Open Systems Interconnection) 

Reference Model because it deals with connecting open systems—that is, systems that are open for 

communication with other systems. We will just call it the OSI model for short. 

 Figure 1-20. The OSI reference model. 
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The OSI model has seven layers. The principles that were applied to arrive at the seven layers can be 
briefly summarized as follows: 

 
1.   A layer should be created where a different abstraction is needed. 

2.   Each layer should perform a well-defined function. 

3.  The function of each layer should be chosen with an eye toward defining internationally 

standardized protocols. 

4.   The layer boundaries should be chosen to minimize the information flow across the interfaces. 
5.   The number of layers should be large enough that distinct functions need not be thrown together 

in the same layer out of necessity and small enough that the architecture does not become 
unwieldy. 

 
             Below we will discuss each layer of the model in turn, starting at the bottom layer. Note that the 

OSI model itself is not a network architecture because it does not specify the exact services and 

protocols to be used in each layer. It just tells what each layer should do. However, ISO has also produced 

standards for all the layers, although  these  are  not  part  of  the  reference  model  itself.  Each  one  has  

been  published  as  a  separate international standard. 

 

Physical Layer 

 
   It coordinates the functions required to transmit a bit stream over a physical medium. 

 It deals with the mechanical and electrical specifications of the interface and transmission 

media. 

Mechanical: cable, plugs, pins... 

Electrical/optical: modulation, signal strength, voltage levels, bit times 

 It also defines the procedures and functions that physical devices and interfaces have to 

perform for transmission to occur. 
 

 
 
 
 
 
 
 
 
 
 
 
 

(Information flows from top to bottom at the sender and bottom to top at the receiver.) 

 
Major responsibilities of Physical layer are 

   Physical characteristics of interfaces and media: It defines the characteristics of the 

interface between the devices and the transmission media. Also defines the type of 

transmission medium. 

   Representation of bits: To transmit the bits, it must be encoded into electrical or optical  

signals.  It  defines  the  type  of  representation  how  0s  and  1s  are changed to signals. 

   Data rate: The number of bits sent each second is also defined by the physical layer. 

   Synchronization of bits: Sender and the receiver must be synchronized at the bit level .i.e 

the sender and the receiver clocks must be synchronized. 
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Data link layer 

 

 
 
 

The   data link layer is   responsible for hop-to-hop (node-to-node) delivery. It transforms the physical 

layer a raw transmission facility to a reliable link. It makes physical layer appear error free to the 

network layer. 

 
The duties of the data link layer are 

 

   Framing: The data link layer divides the stream of bits received from the network layer into 

manageable data units called frames. 

   Physical Addressing: If the frames are to be distributed to different systems on the network 

the data link layer adds a header to the frame to define the receiver or sender of the frame. If 

the frame is intended for a system located   outside the senders network then the receiver 
address is the address of the connecting device that connects the network to the next one. 

   Flow Control: If the rate at which the data absorbed  by  the receiver  is less than the rate 

produced in the sender, the data link layer imposes a flow control mechanism to overwhelming 

the receiver. 

   Error control Reliability is added to the physical layer by   data link layer to detect and 

retransmit loss or damaged frames. and also to prevent duplication of frames. This is achieved 

through a trailer added to the end of the frame 

   Access control When two or more devices are connected to the same link it determines which 

device has control over the link at any given time. 
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Network Layer 

 
       The network layer is responsible for source-to-destination delivery of a packet across multiple 

networks. It ensures that each packet gets from its point of origin to its final destination. It does not 

recognize any relationship between those packets. It treats each one independently as though each 

belong to separate message. 
 

 

 
 

 
 

The functions of the network layer are 

Logical Addressing If a packet has to cross the network boundary then the header contains 

information of the logical addresses of the sender and the receiver. 

Routing  when  independent  networks  or  links  are  connected  to  create  an internetwork or a 
large network the connective devices route the packet to the final destination. 
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Transport Layer 

 
        The network layer is responsible for process-to-process delivery that is source to destination 

delivery of the entire message. 
 
 
 
 
 
 
 
 

 
 

 

The responsibilities of Transport layer are 
 

 

  Service-point (port) addressing: Computers run several programs at the same time. Source-

to-destination delivery means delivery from a specific process on one computer  to  a  specific  

process  on  the  other.  The  transport  layer  header  therefore 

includes a type of address called a service – point address. 

 Segmentation and reassembly: A message is divided into segments and each segment contains 

a sequence number. These numbers enable the Transport layer to reassemble the message correctly 

upon arriving at the destination. The packets lost in the transmission is identified and replaced. 

Connection  control:  The  transport  layer  can  be  either  connectionless  or connection-oriented. 

A connectionless transport layer treats segment as an independent packet and  delivers it to the 
transport layer. A  connection-oriented transport layer makes a connection with the transport layer 

at the destination machine and delivers the packets. After all the data are transferred  the connection 

is terminated. 

Flow control: Flow control at this layer is performed end to end . 

      Error Control: Error control is performed end to end. At the sending side ,the transport   layer 

makes sure that the entire message arrives at the receiving transport layer with out error. Error 
correction is achieved through retransmission. 
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Session Layer 

 
Session layer is the network dialog controller. It establishes, maintains, and synchronizes the 

interaction between communicating systems. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Specific responsibilities of the layer are 
 

 

 Dialog  Control:  Session  layer allows  two  systems  to  enter  in  to a dialog. Communication 

between two processes takes place either in half-duplex or full-duplex. Example: The dialog 

between terminals connected to a mainframe. Can be half-duplex.  Synchronization. The session 

layer allows a process to add checkpoints into a stream of data. Example If a system is sending a 

file of 2000 pages, check points may be inserted after every 100 pages to ensure that each 100 

page unit is advised and acknowledged independently. So if a crash happens during the 

transmission of page 

523, retransmission begins at page 501, pages 1 to 500 need not be retransmitted. 

 
Presentation layer 

 
It is concerned with the syntax and semantics of the information exchanged between two systems. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Responsibilities of the presentation layer are 

 Translation: The processes in two systems are usually exchanging information in the form 
of character strings, numbers, and so on. The since different computers use different encoding 

systems, the presentation layer is responsible for interoperability between  these  different  
encoding  methods.  At  the  sender,  the  presentation  layer changes the information from its 

sender-dependent format into a common format. The presentation  layer  at  the  receiving  
machine  changes  the  common  format  into  its receiver dependent format. 
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 Encryption: The sender transforms the original information from to another form and sends 

the resulting message over the entire network. Decryption reverses the original process to transform 

the message back to its original form. 

 Compression: It reduces the number of bits to be transmitted. It is important in the transmission 

of text, audio and video. 

 
Application Layer 
 

It enables the user (human/software) to access the network. It provides user interfaces and support 

for services such as electronic mail, remote file access and transfer, shared database management 

and other types of distributed information services. 
 

 

 
 

Services provided by the application layer are 

   Network Virtual terminal: It is a software version of a physical terminal and allows a user 

to log on to a remote host. 

    File  transfer,  access  and  management.  This  application  allows  a  user  to access files in 

a remote computer, to retrieve files from a remote computer and to manage or control files in a 

remote computer. 

    Mail services. This application provides the basis for e-mail forwarding and storage. 

   Directory  services.  It  provides  distributed  database  sources  and  access  for global 

information about various objects and services. 
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Summary of layers 

 
 

 

 

The TCP/IP Reference Model 
 
              Let us now turn from the OSI reference model to the reference model used in the grandparent of 

all wide area computer networks, the ARPANET, and its successor, the worldwide Internet. Although 

we will give a brief history of the ARPANET later, it is useful to mention a few key aspects of it now. 

The ARPANET was a research network sponsored by the DoD (U.S. Department of Defense). It 

eventually connected hundreds of universities and government installations, using leased telephone lines. 

When satellite and radio networks were added later, the existing protocols had trouble interworking with 

them, so a new reference architecture was needed. Thus, the ability to connect multiple networks in a 

seamless way was one of the major design goals from the very beginning. This architecture later became 

known as the TCP/IP Reference Model, after its two primary protocols. It was first defined in (Cerf and 

Kahn, 1974). A later perspective is given in (Leiner et al., 1985). The design philosophy behind the model 

is discussed in (Clark, 1988). 

 
               Given the DoD's worry that some of its precious hosts, routers, and internetwork gateways 

might get blown to pieces at a moment's notice, another major goal was that the network be able 

to survive loss of subnet hardware, with existing conversations not being broken off. In other words, 

DoD wanted connections to remain intact as long as the source and destination machines were 

functioning, even if some of the machines or transmission lines in between were suddenly put out of 

operation. Furthermore, a flexible architecture was needed since applications with divergent requirements 

were envisioned, ranging from transferring files to real- time speech transmission. 

 

The  Internet Layer 
 
            All these requirements led to the choice of a packet-switching network based on a connectionless 

internetwork layer. This layer, called the internet layer, is the linchpin that holds the whole architecture 

together. Its job is to permit hosts to inject packets into any network and have them travel independently 

to the destination (potentially on a different network). They may even arrive in a different order than 

they were sent, in which case it is the job of higher layers to rearrange them, if in-order delivery is 

desired. Note that ''internet'' is used here in a generic sense, even though this layer is present in the 

Internet. 
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           The analogy here is with the (snail) mail system. A person can drop a sequence of international 

letters into a mail box in one country, and with a little luck, most of them will be delivered to the correct 

address in the destination country. Probably the letters will travel through one or more international 

mail gateways along the way, but this is transparent to the users. Furthermore, that each country (i.e., 

each network) has its own stamps, preferred envelope sizes, and delivery rules is hidden from the users. 

 

           The internet layer defines an official packet format and protocol called IP (Internet Protocol). The 

job of the internet layer is to deliver IP packets where they are supposed to go. Packet routing is clearly 

the major issue here, as is avoiding congestion. For these reasons, it is reasonable to say that the 

TCP/IP internet layer is similar in functionality to the OSI network layer. Figure 1-21 shows this 

correspondence. 

 

Figure 1-21. The TCP/IP reference model. 

 

 
 

The Transport Layer 
 
          The layer above the internet layer in the TCP/IP model is now usually called the transport layer. It 

is designed to allow peer entities on the source and destination hosts to carry on a conversation, just as in 

the OSI transport layer. Two end-to-end transport protocols have been defined here.  

 

 TCP (Transmission Control Protocol), 

 UDP (User Datagram Protocol), 

 

           The first one, TCP (Transmission Control Protocol), is a reliable connection-oriented protocol 

that allows a byte stream originating on one machine to be delivered without error on any other machine 

in the internet. It fragments the incoming byte stream into discrete messages and passes each one on to 

the internet layer. At the destination, the receiving TCP process reassembles the received messages into 

the output stream. TCP also handles flow control to make sure a fast sender cannot swamp a slow receiver 

with more messages than it can handle. 

 

        The second protocol in this layer, UDP (User Datagram Protocol), is an unreliable, connectionless 

protocol for applications that do not want TCP's sequencing or flow control and wish to provide their 

own. It is also widely used for one-shot, client-server-type request-reply queries and applications in which 

prompt delivery is more important than accurate delivery, such as transmitting speech or video. The 

relation of IP, TCP, and UDP is shown in Fig. 1-22. Since the model was developed, IP has been 

implemented on many other networks. 
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Figure 1-22. Protocols and networks in the TCP/IP model initially. 

 

 
 

The Application Layer 
 
          The TCP/IP model does not have session or presentation layers. No need for them was perceived, 

so they were not included. Experience with the OSI model has proven this view correct: they are of little 

use to most applications. 

 
          On top of the transport layer is the application layer. It contains all the higher-level protocols. The 

early ones included virtual terminal (TELNET), file transfer (FTP), and electronic mail (SMTP), as 

shown in  Fig. 1-22. The virtual terminal protocol allows a user on one machine to log onto a distant 

machine and work there. The file transfer protocol provides a way to move data efficiently from one 

machine to another. Electronic mail was originally just a kind of file transfer, but later a specialized 

protocol (SMTP) was developed for it. Many other protocols have been added to these over the years: 

the Domain Name System (DNS) for mapping host names onto their network addresses, NNTP, the 

protocol for moving USENET news articles around, and HTTP, the protocol for fetching pages on the 

World Wide Web, and many others. 

   

The Host-to-Network Layer 
 
        Below the internet layer is a great void. The TCP/IP reference model does not really say much about 

what happens here, except to point out that the host has to connect to the network using some protocol so 

it can send IP packets to it. This protocol is not defined and varies from host to host and network to 

network. Books and papers about the TCP/IP model rarely discuss it. 

 
 

A Comparison of the OSI and TCP/IP Reference Models 
 
            The OSI and TCP/IP reference models have much in common. Both are based on the concept of 

a stack of independent protocols. Also, the functionality of the layers is roughly similar. For example, in 

both models the layers up through and including the transport layer are there to provide an end-to-end, 

network-independent transport service to processes wishing to communicate. These layers form the 

transport provider. Again in both models, the layers above transport are application-oriented users of the 

transport service. 
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     Despite these fundamental similarities, the two models also have many differences. In this section we                      

will focus on the key differences between the two reference models. It is important to note that we are 

comparing the reference models here, not the corresponding protocol stacks. The protocols themselves 

will be discussed later. For an entire book comparing and contrasting TCP/IP and OSI, see (Piscitello and 

Chapin, 1993). 

 
Three concepts are central to the OSI model: 

 

 Services. 
 Interfaces. 
 Protocols. 

            Probably the biggest contribution of the OSI model is to make the distinction between these three 

concepts explicit. Each layer performs some services for the layer above it. The service definition tells 

what the layer does, not how entities above it access it or how the layer works. It defines the layer's 

semantics. 

 
           A layer's interface tells the processes above it how to access it. It specifies what the parameters 
are and what results to expect. It, too, says nothing about how the layer works inside. 

 
            Finally, the peer protocols used in a layer are the layer's own business. It can use any protocols it 

wants to, as long as it gets the job done (i.e., provides the offered services). It can also change them at 

will without affecting software in higher layers. 

 
           These ideas fit very nicely with modern ideas about object-oriented programming. An object, 

like a layer, has a set of methods (operations) that processes outside the object can invoke. The 

semantics of these methods define the set of services that the object offers. The methods' parameters 

and results form the object's interface. The code internal to the object is its protocol and is not visible or 

of any concern outside the object. 

 
          The TCP/IP model did not originally clearly distinguish between service, interface, and protocol, 

although people have tried to retrofit it after the fact to make it more OSI-like. For example, the only real 

services offered by the internet layer are SEND IP PACKET and RECEIVE IP PACKET. 

 
          As a consequence, the protocols in the OSI model are better hidden than in the TCP/IP model and 

can be replaced relatively easily as the technology changes. Being able to make such changes is one of 

the main purposes of having layered protocols in the first place. 

 
          The OSI reference model was devised before the corresponding protocols were invented. This 

ordering means that the model was not biased toward one particular set of protocols, a fact that made it 

quite general. The downside of this ordering is that the designers did not have much experience with the 

subject and did not have a good idea of which functionality to put in which layer. 

 

          For example, the data link layer originally dealt only with point-to-point networks. When 

broadcast networks came around, a new sublayer had to be hacked into the model. When people started 

to build real networks using the OSI model and existing protocols, it was discovered that these networks 

did not match the required service specifications (wonder of wonders), so convergence sublayers had to 

be grafted onto the model to provide a place for papering over the differences. Finally, the committee 

originally expected that each country would have one network, run by the government and using the 
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OSI protocols, so no thought was given to internetworking. To make a long story short, things did not 

turn out that way. 

 
          With TCP/IP the reverse was true: the protocols came first, and the model was really just a 

description of the existing protocols. There was no problem with the protocols fitting the model. They fit 

perfectly. The only trouble was that the model did not fit any other protocol stacks. Consequently, it was 

not especially useful for describing other, non-TCP/IP networks. 

 

         Turning from philosophical matters to more specific ones, an obvious difference between the two 

models is the number of layers: the OSI model has seven layers and the TCP/IP has four layers. Both 

have (inter)network, transport, and application layers, but the other layers are different. 

        

 

             Another difference is in the area of connectionless versus connection-oriented communication. 

The OSI model supports both connectionless and connection-oriented communication in the network 

layer, but only connection- oriented communication in the transport layer, where it counts (because the 

transport service is visible to the users). The TCP/IP model has only one mode in the network layer 

(connectionless) but supports both modes in the transport layer, giving the users a choice. This choice is 

especially important for simple request-response protocols. 

 

A Critique of the OSI Model and Protocols 
 
         Neither the OSI model and its protocols nor the TCP/IP model and its protocols are perfect. 

Quite a bit of criticism can be, and has been, directed at both of them. In this section and the next one, 

we will look at some of these criticisms. We will begin with OSI and examine TCP/IP afterward. 

 

At the time the second edition of this book was published (1989), it appeared to many experts in the field 

that the OSI model and its protocols were going to take over the world and push everything else out of 

their way. This did not happen. Why? A look back at some of the lessons may be useful. These lessons 

can be summarized as: 

 
1.   Bad timing. 
2.   Bad technology. 
3.   Bad implementations. 

4.   Bad politics. 

 

Bad Timing 

 
First let us look at reason one: bad timing. The time at which a standard is established is absolutely critical 

to its success. David Clark of M.I.T. has a theory of standards that he calls the apocalypse of the two 

elephants, which is illustrated in Fig. 1-23. 
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Figure 1-23. The apocalypse of the two 

elephants. 

 

 
 
This figure shows the amount of activity surrounding a new subject. When the subject is first discovered, 

there is a burst of research activity in the form of discussions, papers, and meetings. After a while this 

activity subsides, corporations discover the subject, and the billion-dollar wave of investment hits. 

 
It is essential that the standards be written in the trough in between the two ''elephants.'' If the standards 

are written too early, before the research is finished, the subject may still be poorly understood; the result 

is bad standards. If they are written too late, so many companies may have already made major 

investments in different ways of doing things that the standards are effectively ignored. If the interval 

between the two elephants is very short (because everyone is in a hurry to get started), the people 

developing the standards may get crushed. 

 
It now appears that the standard OSI protocols got crushed. The competing TCP/IP protocols were already 

in widespread use by research universities by the time the OSI protocols appeared. While the billion-

dollar wave of investment had not yet hit, the academic market was large enough that many vendors had 

begun cautiously offering TCP/IP products. When OSI came around, they did not want to support a 

second protocol stack until they were forced to, so there were no initial offerings. With every company 

waiting for every other company to go first, no company went first and OSI never happened. 

 

Bad  Technology 

 
          The second reason that OSI never caught on is that both the model and the protocols are flawed. 

The choice of seven layers was more political than technical, and two of the layers (session and 

presentation) are nearly empty, whereas two other ones (data link and network) are overfull. 

 
          The OSI model, along with the associated service definitions and protocols, is extraordinarily 

complex. When piled up, the printed standards occupy a significant fraction of a meter of paper. They 

are also difficult to implement and inefficient in operation. In this context, a riddle posed by Paul 

Mockapetris and cited in (Rose,1993) comes to mind: 
 
 
         In addition to being incomprehensible, another problem with OSI is that some functions, such 

as addressing, flow control, and error control, reappear again and again in each layer. Saltzer et al. (1984), 

for example, have pointed out that to be effective, error control must be done in the highest layer, so that 

repeating it over and over in each of the lower layers is often unnecessary and inefficient. 
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Bad Implementations 

 
Given the enormous complexity of the model and the protocols, it will come as no surprise that the initial 

implementations were huge, unwieldy, and slow. Everyone who tried them got burned. It did not take 

long for people to associate ''OSI'' with ''poor quality.'' Although the products improved in the course of 

time, the image stuck. 

 
In contrast, one of the first implementations of TCP/IP was part of Berkeley UNIX and was quite good 

(not to mention, free). People began using it quickly, which led to a large user community, which led to 

improvements, which led to an even larger community. Here the spiral was upward instead of downward. 

 

Bad Politics 

 
            On account of the initial implementation, many people, especially in academia, thought of 

TCP/IP as part of UNIX, and UNIX in the 1980s in academia was not unlike parenthood (then incorrectly 

called motherhood) and apple pie. 

 
           OSI, on the other hand, was widely thought to be the creature of the European telecommunication 

ministries, the European Community, and later the U.S. Government. This belief was only partly true, 

but the very idea of a bunch of government bureaucrats trying to shove a technically inferior standard 

down the throats of the poor researchers and programmers down in the trenches actually developing 

computer networks did not help much. Some people viewed this development in the same light as IBM 

announcing in the 1960s that PL/I was the language of the future, or DoD correcting this later by 

announcing that it was actually Ada. 

 

A Critique of the TCP/IP Reference Model 
 
         The TCP/IP model and protocols have their problems too.  

           

 First, the model does not clearly distinguish the concepts of service, interface, and protocol. Good 

software engineering practice requires differentiating between the specification and the 

implementation, something that OSI does very carefully, and TCP/IP does not. Consequently, the 

TCP/IP model is not much of a guide for designing new networks using new technologies. 

 

 Second, the TCP/IP model is not at all general and is poorly suited to describing any protocol 

stack other than TCP/IP. Trying to use the TCP/IP model to describe Bluetooth, for example, is 

completely impossible. 

 

 Third, the host-to-network layer is not really a layer at all in the normal sense of the term as used 

in      the context of layered protocols. It is an interface (between the network and data link layers). 

The distinction between an interface and a layer is crucial, and one should not be sloppy about it. 

 

 Fourth, the TCP/IP model does not distinguish (or even mention) the physical and data link layers. 

These are completely different. The physical layer has to do with the transmission 

characteristics of copper wire, fiber optics, and wireless communication. The data link layer's 

job is to delimit the start and end of frames and get them from one side to the other with the 

desired degree of reliability. A proper model should include both as separate layers. The TCP/IP 

model does not do this. 
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 Finally, although the IP and TCP protocols were carefully thought out and well implemented, many 

of the other protocols were ad hoc, generally produced by a couple of graduate students hacking 

away until they got tired.  

       

           In summary, despite its problems, the OSI model (minus the session and presentation layers) has 

proven to be exceptionally useful for discussing computer networks. In contrast, the OSI protocols have 

not become popular. The reverse is true of TCP/IP: the model is practically nonexistent, but the protocols 

are widely used. Since computer scientists like to have their cake and eat it, too, in this book we will use 

a modified OSI model but concentrate primarily on the TCP/IP and related protocols, as well as newer 

ones such as 802, SONET, and Bluetooth. In effect, we will use the hybrid model of  Fig. 1-24 . 

 

Figure 1-24. The hybrid reference model  
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The Physical Layer 

 
            In this chapter we will look at the lowest layer depicted in the hierarchy of Fig. 1-24. It 

defines the mechanical, electrical, and timing interfaces to the network.  

           

         Three kinds of transmission media:  

 

 Guided (Copper Wire And Fiber Optics),  

 Wireless (Terrestrial,Radio),  

 Satellite.  

 

 

 

  

 

 
 

 

Guided Transmission Media  

 
        The purpose of the physical layer is to transport a raw bit stream from one machine to another. 

Various physical media can be used for the actual transmission. Each one has its own niche in terms 

of bandwidth, delay, cost, and ease of installation and maintenance. 

        Media are roughly grouped into guided media, such as copper wire and fiber optics, and 

unguided media, such as radio and lasers through the air.  

 

 Magnetic Media 

 

            One of the most common ways to transport data from one computer to another is to write 

them onto magnetic tape or removable media (e.g., recordable DVDs), physically transport the tape 

or disks to the destination machine, and read them back in again. Although this method is not as 

sophisticated as using a geosynchronous communication satellite, it is often more cost effective, 

especially for applications in which high bandwidth or cost per bit transported is the key factor. 

        A simple calculation will make this point clear. An industry standard Ultrium tape can hold 200 

gigabytes. A box 60 x 60 x 60 cm can hold about 1000 of these tapes, for a total capacity of 200 

terabytes, or 1600 terabits (1.6 petabits). 
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         A box of tapes can be delivered anywhere in the United States in 24 hours by Federal Express 

and other companies. The effective bandwidth of this transmission is 1600 terabits/86,400 sec, or 19 

Gbps. If the 

destination is only an hour away by road, the bandwidth is increased to over 400 Gbps. No computer 

network can even approach this. 

For a bank with many gigabytes of data to be backed up daily on a second machine (so the bank can 

continue to function even in the face of a major flood or earthquake), it is likely that no other 

transmission technology can even begin to approach magnetic tape for performance. Of course, 

networks are getting faster, but tape densities are increasing, too. 

 

Twisted Pair  
 

          Although the bandwidth characteristics of magnetic tape are excellent, the delay 

characteristics are poor. Transmission time is measured in minutes or hours, not milliseconds. For 

many applications an on-line connection is needed. One of the oldest and still most common 

transmission media is twisted pair.  

         A twisted pair consists of two insulated copper wires, typically about 1 mm thick. The wires 

are twisted together in a helical form, just like a DNA molecule. Twisting is done because two 

parallel wires constitute a fine antenna. When the wires are twisted, the waves from different twists 

cancel out, so the wire radiates less effectively. The most common application of the twisted pair is 

the telephone system. Nearly all telephones are connected to the telephone company (telco) office 

by a twisted pair. Twisted pairs can run several kilometers without amplification, but for longer 

distances, repeaters are needed.  

 

      When many twisted pairs run in parallel for a substantial distance, such as all the wires coming 

from an apartment building to the telephone company office,they are bundled together and encased 

in a protective sheath. The pairs in these bundles would interfere with one another if it were not for 

the twisting. In parts of the world where telephone lines run on poles above ground, it is common to 

see bundles several centimeters in diameter. 

 

       Twisted pairs can be used for transmitting either analog or digital signals. The bandwidth 

depends on the thickness of the wire and the distance traveled, but several megabits/sec can be 

achieved for a few kilometers in many cases. Due to their adequate performance and low cost, twisted 

pairs are widely used and are likely to remain so for years to come. 

 

         Twisted pair cabling comes in several varieties, two of which are important for computer 

networks. Category 3 twisted pairs consist of two insulated wires gently twisted together. Four such 

pairs are typically grouped in a plastic sheath to protect the wires and keep them together. Prior to 

about 1988, most office buildings had one category 3 cable running from a central wiring closet on 

each floor into each office. This scheme allowed up to four regular telephones or two multiline 

telephones in each office to connect to the telephone company equipment in the wiring closet. 

           Starting around 1988, the more advanced category 5 twisted pairs were introduced. They are 

similar to category 3 pairs, but with more twists per centimeter, which results in less crosstalk and a 

better-quality signal over longer able for high-speed computer communication. Up-and-coming 

categories are 6 and 7, which are capable of handling signals with bandwidths of 250 MHz and 600 

MHz, respectively (versus a mere 16 MHz and 100 MHz for categories 3 and 5, respectively). 

All of these wiring types are often referred to as UTP (Unshielded Twisted Pair), to contrast them 

with the bulky, expensive, shielded twisted pair cables IBM introduced in the early 1980s, but which 

have not proven popular outside of IBM installations. Twisted pair cabling is illustrated in Fig. 2-3. 
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Figure 2-3. (a) Category 3 UTP. (b) Category 5 UTP. 

 

 

 
 

Coaxial Cable 

 
        Another common transmission medium is the coaxial cable (known to its many friends as just 

''coax'' and pronounced ''co-ax''). It has better shielding than twisted pairs, so it can span longer 

distances at higher speeds. 

 

Two kinds of coaxial cable are widely used.  

 50-ohm cable, is commonly used when it is intended for digital transmission from the start.  

 75-ohm cable, is commonly used for analog transmission and cable television but is 

becoming more important with the advent of Internet over cable. 

 

 This distinction is based on historical, rather than technical, factors (e.g., early dipole antennas had 

an impedance of 300 ohms, and itwas easy to use existing 4:1 impedance matching transformers). 

     A coaxial cable consists of a stiff copper wire as the core, surrounded by an insulating material. 

The insulator is encased by a cylindrical conductor, often as a closely-woven braided mesh. The 

outer conductor is covered in a protective plastic sheath. A cutaway view of a coaxial cable is shown 

in Fig. 2-4. 

 

Figure 2-4. A coaxial cable. 
 

 

 

 
 

 

Coaxial cable Standards 

 

Coaxial  cables  are  categorized  by  their  radio  government  (RG)  ratings.Each  RG 

number denotes a set of physical specifications such as, 

 
 Wire gauge of the inner conductor 

 Thickness and type of the inner insulator  

 The  construction of the shield 

  The size and type of outer casing 
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Categories of coaxial cables 

 
Category Impedance Use 

RG-59 75 Cable TV 

RG-58 50 Thin Ethernet 

RG-11 50 Thick Ethernet 
 

Coaxial Cable Connectors 

 

       Coaxial Cable Connectors are used to connect coaxial cable to devices. The most 

common type of connector is the Bayone Neill-concelman or BNC connectors. There 

are three popular types of connectors 

BNC connector 

BNC T connector 

& BNC terminator 
 
 
 
 
 
 
 
 
 
 
 
 
 

BNC connector BNC T connector 

It is used to connect the end of the cable 
to a device such as a TV set. 

It is used in Ethernet networks to branch out a 
cable for connection to a computer or other 

devices. 

BNC terminator 
It is used at the end of the cable to prevent the reflection of the signal. 

Performance 

Attenuation is much higher in coaxial cables than in twisted pair cable. 

Coaxial cable has a much higher bandwidth the signal weakens rapidly and needs the 

frequent use of repeaters. 

 

Basic definitions 
 

   Signal  Attenuation  is  the  phenomenon  whereby  the  amplitude  of  a  signal 

decreases as it propagates along a transmission line. 
Attenuation is a function of distance and frequency of signal 

Repeaters are used to increase the power of the signal at appropriate intervals 

Skin effect, which increases attenuation as the bit rate of the transmitted signal 

increases 
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Fiber Optic Cable. 

 

       A fiber optic cable is made of glass or plastic and transmits signals in the form of 

light. 

 
Properties of light 

 

Light travels in a straight line as long as it moves through a single uniform 
substance. If array traveling through one substance suddenly enters another the ray 
changes direction. 

 
Refraction: 

If the angle of incidence (the angle the ray makes with the line perpendicular to the 

interface between the two substances) is less than the critical angle the ray refracts and 

moves closer to the surface. 

Reflection: 

If the angle of incidence is greater than the critical angle the ray reflects and travels again 

in the denser substance. 

 
Optical fibers use reflection to guide light through a channel. 

 

 
 

 
 
 
 
 

A glass or plastic core is surrounded by a cladding of less dense glass or plastic. The 

difference in the density of the two materials must be such that a beam of light moving 

through the core is reflected off the cladding. 
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Fiber Cables 

 
     Fiber optic cables are similar to coax, except without the braid. Figure 2-7(a) shows a single 

fiber viewed from the side. At the center is the glass core through which the light propagates. In 

multimode fibers, the core is typically 50 microns in diameter, about the thickness of a human 

hair. In single-mode fibers, the core is 8 to 10 microns. 

 

Figure 2-7. (a) Side view of a single fiber. (b) End view of a sheath with three fibers. 

 

 

 
           The core is surrounded by a glass cladding with a lower index of refraction than the core, 

to keep all the light in the core. Next comes a thin plastic jacket to protect the cladding. Fibers 

are typically grouped in bundles, protected by an outer sheath. Figure 2-7(b) shows a sheath with 

three fibers. Terrestrial fiber sheaths are normally laid in the ground within a meter of the surface, 

where they areoccasionally subject to attacks by backhoes or gophers. Near the shore, 

transoceanic fiber sheaths are buried in trenches by a kind of seaplow. In deep water, they just 

lie on the bottom, where they can be snagged by fishing trawlers or attacked by giant squid. 

Fibers can be connected in three different ways. First, they can terminate in connectors and be 

plugged into fiber sockets. Connectors lose about 10 to 20 percent of the light, but they make it 

easy to reconfigure systems. 

           Second, they can be spliced mechanically. Mechanical splices just lay the two carefully-

cut ends next to each other in a special sleeve and clamp them in place. Alignment can be 

improved by passing light through the junction and then making small adjustments to maximize 

the signal. Mechanical splices take trained personnel about 5 minutes and result in a 10 percent 

light loss. 

           Third, two pieces of fiber can be fused (melted) to form a solid connection. A fusion splice 

is almost as good as a single drawn fiber, but even here, a small amount of attenuation occurs. 

For all three kinds of splices, reflections can occur at the point of the splice, and the reflected 

energy can interfere with the signal. 

        Two kinds of light sources are typically used to do the signaling, LEDs (Light Emitting 

Diodes) and semiconductor lasers.  

      They have different properties, as shown in Fig. 2-8. They can be tuned in wavelength by 

inserting Fabry-Perot or Mach-Zehnder interferometers between the source and the fiber. Fabry-

Perot interferometers are simple resonant cavities consisting of two parallel mirrors. The light is 

incident perpendicular to the mirrors. The length of the cavity selects out those wavelengths that 

fit inside an integral number of times. Mach-Zehnder interferometers separate the light into two 

beams. The two beams travel slightly different distances. They are recombined at the end and are 

in phase for only certain wavelengths. 
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Figure 2-8. A comparison of semiconductor diodes and LEDs as light sources. 

 

 
 

 

        The receiving end of an optical fiber consists of a photodiode, which gives off an electrical 

pulse when struck by light. The typical response time of a photodiode is 1 nsec, which limits data 

rates to about 1 Gbps. Thermal noise is also an issue, so a pulse of light must carry enough energy 

to be detected. By making the pulses powerful enough, the error rate can be made arbitrarily 

small. 

 

Fiber Optic Networks 

 
        Fiber optics can be used for LANs as well as for long-haul transmission, although tapping 

into it is more complex than connecting to an Ethernet. One way around the problem is to realize 

that a ring network is really just a collection of point-to-point links, as shown in Fig. 2-9. The 

interface at each computer passes the light pulse stream through to the next link and also serves 

as a T junction to allow the computer to send and accept messages. 

 

Figure 2-9. A fiber optic ring with active repeaters.  

 

 

 
 

Two types of interfaces are used. A passive interface consists of two taps fused onto the main 

fiber. One tap has an LED or laser diode at the end of it (for transmitting), and the other has a 

photodiode (for receiving). The tap itself is completely passive and is thus extremely reliable 

because a broken LED or photodiode does not break the ring. It just takes one computer off-line. 

The other interface type, shown in Fig. 2-9, is the active repeater. The incoming light is converted 

to an electrical signal, regenerated to full strength if it has been weakened, and retransmitted as 

light. The interface with the computer is an ordinary copper wire that comes into the signal 

regenerator. Purely optical repeaters are now being used, too.  
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        These devices do not require the optical to electrical to optical conversions, which means 

they can operate at extremely high bandwidths.If an active repeater fails, the ring is broken and 

the network goes down. On the other hand, since the signal is regenerated at each interface, the 

individual computer-to-computer links can be kilometers long, with virtually no limit on the total 

size of the ring. The passive interfaces lose light at each junction, so the number of computers 

and total ring length are greatly restricted. 

          A ring topology is not the only way to build a LAN using fiber optics. It is also possible 

to have hardware broadcasting by using the passive star construction of Fig. 2-10. In this design, 

each interface has a fiber running from its transmitter to a silica cylinder, with the incoming 

fibers fused to one end of the cylinder. 

          Similarly, fibers fused to the other end of the cylinder are run to each of the receivers. 

Whenever an interface emits a light pulse, it is diffused inside the passive star to illuminate all 

the receivers, thus achieving broadcast. 

         In effect, the passive star combines all the incoming signals and transmits the merged result 

on all lines. Since the incoming energy is divided among all the outgoing lines, the number of 

nodes in the network is limited by the sensitivity of the photodiodes. 

 

Figure 2-10. A passive star connection in a fiber optics network. 

 
 

 

Comparison of Fiber Optics and Copper Wire 

 

 It is instructive to compare fiber to copper. Fiber has many advantages. To start with, it 

can handle much higher bandwidths than copper. This alone would require its use in high-

end networks. Due to the low attenuation, repeaters are needed only about every 50 km 

on long lines, versus about every 5 km for copper, a substantial cost saving. Fiber also 

has the advantage of not being affected by power surges, electromagnetic interference, or 

power failures. Nor is it affected by corrosive chemicals in the air, making it ideal for 

harsh factory environments. 
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 Oddly enough, telephone companies like fiber for a different reason: it is thin and 

lightweight. Many existing cable ducts are completely full, so there is no room to add 

new capacity. Removing all the copper and replacing it by fiber empties the ducts, and 

the copper has excellent resale value to copper refiners who see it as very high grade ore. 

Also, fiber is much lighter than copper.  

 

 One thousand twisted pairs 1 km long weigh 8000 kg. Two fibers have more capacity 

and weigh only 100 kg, which greatly reduces the need for expensive mechanical support 

systems that must be maintained. For new routes, fiber wins hands down due to its much 

lower installation cost. 

 Finally, fibers do not leak light and are quite difficult to tap. These properties gives fiber 

excellent security against potential wiretappers.On the downside, fiber is a less familiar 

technology requiring skills not all engineers have, and fibers can be damaged easily by 

being bent too much. Since optical transmission is inherently unidirectional, two-way 

communication requires either two fibers or two frequency bands on one fiber. Finally, 

fiber interfaces cost more 

 than electrical interfaces. Nevertheless, the future of all fixed data communication for 

distances of more than a few meters is clearly with fiber.  
 

 

The Public Switched Telephone Network  

 
          When two computers owned by the same company or organization and located close to 

each other need to communicate, it is often easiest just to run a cable between them. LANs 

work this way. However, when the distances are large or there are many computers or the 

cables have to pass through a public road or other public right of way, the costs of running 

private cables are usually prohibitive. Furthermore, in just about every country in the world, 

stringing private transmission lines across (or underneath) public property is also illegal. 

Consequently, the network designers must rely on the existing telecommunication facilities. 

         

        These facilities, especially the PSTN (Public Switched Telephone Network), were 

usually designed many years ago, with a completely different goal in mind: transmitting the 

human voice in a more-or-less recognizable form. Their suitability for use in computer-

computer communication is often marginal at best, but the situation is rapidly changing with 

the introduction of fiber optics and digital technology. In any event, the telephone system is so 

tightly intertwined with (wide area) computer networks, that it is worth devoting some time to 

studying it.To see the order of magnitude of the problem, let us make a rough but illustrative 

comparison of the properties of a typical computer-computer connection via a local cable and 

via a dial-up telephone line.  

      

        A cable running between two computers can transfer data at 109 bps, maybe more. In 

contrast, a dial-up line has a maximum data rate of 56 kbps, a difference of a factor of almost 

20,000. That is the difference between a duck waddling leisurely through the grass and a rocket 

to the moon. If the dial-up line is replaced by an ADSL connection, there is still a factor of 

1000–2000 difference. The trouble, of course, is that computer systems designers are used to 

working with computer systems and when suddenly confronted with another system whose 
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performance (from their point of view) is 3 or 4 orders of magnitude worse, they, not 

surprising, devoted much time and effort to trying to figure out how to use it efficiently.  

 

 

Structure of the Telephone System 

 
       Soon after Alexander Graham Bell patented the telephone in 1876 (just a few hours ahead 

of his rival, Elisha Gray), there was an enormous demand for his new invention. The initial 

market was for the sale of telephones, which came in pairs. It was up to the customer to string a 

single wire between them. The electrons returned through the earth. If a telephone owner 

wanted to talk to n other telephone owners, separate wires had to be strung to all n houses. 

Within a year, the cities were covered with wires passing over houses and trees in a wild 

jumble. It became immediately obvious that the model of connecting every telephone to every 

other telephone, as shown in Fig. 2-20(a), was not going to work. 

 

 

Figure 2-20. (a) Fully-interconnected network. (b) Centralized switch. (c) Two-level 

hierarchy. 

 

 

 

 
 

 

        To his credit, Bell saw this and formed the Bell Telephone Company, which opened its first 

switching office (in New Haven, Connecticut) in 1878. The company ran a wire to each 

customer's house or office. To make a call, the customer would crank the phone to make a ringing 

sound in the telephone company office to attract the attention of an operator, who would then 

manually connect the caller to the callee by using a jumper cable. The model of a single switching 

office is illustrated in Fig. 2-20(b). Pretty soon, Bell System switching offices were springing up 

everywhere and people wanted to make longdistance calls between cities, so the Bell system 

began to connect the switching offices.  

      The original problem soon returned: to connect every switching office to every other 

switching office by means of a wire between them quickly became unmanageable, so second-

level switching offices were invented. After a while, multiple secondlevel offices were needed, 

as illustrated in Fig. 2-20(c). Eventually, the hierarchy grew to five levels.  

 

      The following description is highly simplified but gives the essential flavor nevertheless.        

Each telephone has two copper wires coming out of it that go directly to the telephone company's 

nearest end office (also called a local central office). The distance is typically 1 to 10 km, being 

shorter in cities than in rural areas. 
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      In the United States alone there are about 22,000 end offices. The two-wire connections 

between each subscriber's telephone and the end office are known in the trade as the local loop. 

If the world's local loops were stretched out end to end, they would extend to the moon and back 

1000 times. 

       At one time, 80 percent of AT&T's capital value was the copper in the local loops. AT&T 

was then, in effect, the world's largest copper mine. Fortunately, this fact was not widely known 

in the investment community. Had it been known, some corporate raider might have bought 

AT&T, terminated all telephone service in the United States, ripped out all the wire, and sold the 

wire to a copper refiner to get a quick payback.  

 

      If a subscriber attached to a given end office calls another subscriber attached to the same 

end office, the switching mechanism within the office sets up a direct electrical connection 

between the two local loops.  

     

     This connection remains intact for the duration of the call. If the called telephone is attached 

to another end office, a different procedure has to be used. Each end office has a number of 

outgoing lines to one or more nearby switching centers, called toll offices (or if they are within 

the same local area, tandem offices).  

       

       These lines are called toll connecting trunks. If both the caller's and callee's end offices 

happen to have a toll connecting trunk to the same toll office (a likely occurrence if they are 

relatively close by), the connection may be established within the toll office. A telephone 

network consisting only of telephones (the small dots), end offices (the large dots), and toll 

offices (the squares) is shown in Fig. 2-20(c).  

      

       If the caller and callee do not have a toll office in common, the path will have to be 

established somewhere higher up in the hierarchy. Primary, sectional, and regional offices form 

a network by which the toll offices are connected. The toll, primary, sectional, and regional 

exchanges communicate with each other via high bandwidth inter toll trunks (also called 

interoffice trunks). The number of different kinds of switching centers and their topology (e.g., 

can two sectional offices have a direct connection or must they go through a regional office?) 

varies from country to country depending on the country's telephone density.  Figure 2-21 shows 

how a medium-distance connection might be routed. 

 

Figure 2-21. A typical circuit route for a medium-distance call. 

 

 
 

 

          A variety of transmission media are used for telecommunication. Local loops consist of 

category 3 twisted pairs nowadays, although in the early days of telephony, uninsulated wires 

spaced 25 cm apart on telephone poles were common. Between switching offices, coaxial cables, 

microwaves, and especially fiber optics are widely used. 
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     In the past, transmission throughout the telephone system was analog, with the actual voice 

signal being transmitted as an electrical voltage from source to destination. With the advent of 

fiber optics, digital electronics, and computers, all the trunks and switches are now digital, 

leaving the local loop as the last piece of analog  technology in the system.  

 

         Digital transmission is preferred because it is not necessary to accurately reproduce an 

analog waveform after it has passed through many amplifiers on a long call. Being able to 

correctly distinguish a 0 from a 1 is enough. This property makes digital transmission more 

reliable than analog. It is also cheaper and easier to maintain. 

 

In summary, the telephone system consists of three major components: 

1. Local loops (analog twisted pairs going into houses and businesses). 

2. Trunks (digital fiber optics connecting the switching offices). 

3. Switching offices (where calls are moved from one trunk to another). 

 

          After a short digression on the politics of telephones, we will come back to each of these 

three components in some detail. The local loops provide everyone access to the whole system, 

so they are critical. Unfortunately, they are also the weakest link in the system. For the long-haul 

trunks, the main issue is how to collect multiple calls together and send them out over the same 

fiber. This subject is called multiplexing, and we will study three different ways to do it. Finally, 

there are two fundamentally different ways of doing switching; we will look at both. 

 

Switching 

  
   From the point of view of the average telephone engineer, the phone system is divided into 

two principal parts:  

 

 Outside plant (the local loops and trunks, since they are physically outside the switching 

offices) 

 Inside plant (the switches), which are inside the switching offices.  

 

We have just looked at the outside plant. Now it is time to examine the inside plant.  

 

Two different switching techniques are used nowadays:  

 

 Circuit Switching 

 Packet Switching.  

 

        When you or your computer places a telephone call, the switching equipment within the 

telephone system seeks out a physical path all the way from your telephone to the receiver's 

telephone. This technique is called circuit switching and is shown schematically in Fig. 2-38(a). 

Each of the six rectangles represents a carrier switching office (end office, toll office, etc.). In 

this example, each office has three incoming lines and three outgoing lines. 

 

      When a call passes through a switching office, a physical connection is (conceptually) 

established between the line on which the call came in and one of the output lines, as shown by 

the dotted lines. 
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Figure 2-38. (a) Circuit switching. (b) Packet switching. 

 

 
 

 

        In the early days of the telephone, the connection was made by the operator plugging a 

jumper cable into the input and output sockets. 

 

       Nevertheless, the basic idea is valid: once a call has been set up, a dedicated path between 

both ends exists and will continue to exist until the call is finished. 

 

Figure 2-39. Timing of events in (a) circuit switching, (b) message switching, (c) packet 

switching. 
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         The alternative to circuit switching is packet switching, shown in Fig. 2-38(b). With this 

technology, individual packets are sent as need be, with no dedicated path being set up in 

advance. It is up to each packet to find its way to the destination on its own. 

          

      An important property of circuit switching is the need to set up an end-to-end path before 

any data can be sent. The elapsed time between the end of dialing and the start of ringing can 

easily be 10 sec, more on long-distance or international calls. During this time interval, the 

telephone system is hunting for a path, as shown in Fig. 2-39(a). Note that before data 

transmission can even begin, the call request signal must propagate all the way to the destination 

and be acknowledged. 

       For many computer applications (e.g., point-of-sale credit verification), long setup times are 

undesirable. As a consequence of the reserved path between the calling parties, once the setup 

has been completed, the only delay for data is the propagation time for the electromagnetic signal, 

about 5 msec per 1000 km. Also as a consequence of the established path, there is no danger of 

congestion—that is, once the call has been put through, you never get busy signals. Of course, 

you might get one before the connection has been established due to lack of switching or trunk 

capacity. 

 

Message Switching 

 
    An alternative switching strategy is message switching, illustrated in Fig. 2-39(b). When this 

form of switching is used, no physical path is established in advance between sender and receiver. 

Instead, when the sender has a block of data to be sent, it is stored in the first switching office 

(i.e., router) and then forwarded later, one hop at a time. Each block is received in its entirety, 

inspected for errors, and then retransmitted. 

   A network using this technique is called a store-and-forward network,  

   The first electromechanical telecommunication systems used message switching, namely, for 

telegrams. The message was punched on paper tape (off-line) at the sending office, and then read 

in and transmitted over a communication line to the next office along the way, where it was 

punched out on paper tape. An operator there tore the tape off and read it in on one of the many 

tape readers, one reader per outgoing trunk. Such a switching office was called a torn tape office. 

Paper tape is long gone and   switching is not used any more. 

 

Packet Switching 

 
        With message switching, there is no limit at all on block size, which means that routers (in 

a modern system) must have disks to buffer long blocks. It also means that a single block can tie 

up a router-router line for minutes, rendering message switching useless for interactive traffic. 

         To get around these problems, packet switching was invented .Packet-switching networks 

place a tight upper limit on block size, allowing packets to be buffered in router main memory 

instead of on disk.  

        By making sure that no user can monopolize any transmission line very long (milliseconds), 

packet-switching networks are well suited for handling interactive traffic.  

      A further advantage of packet switching over message switching is shown in Fig. 2-39(b) 

and (c): the first packet of a multi packet message can be forwarded before the second one has 

fully arrived, reducing delay and improving throughput.  
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     For these reasons, computer networks are usually packet switched, occasionally circuit 

switched, but never message switched.  

    Circuit switching and packet switching differ in many respects. To start with, circuit switching 

requires that a circuit be set up end to end before communication begins. Packet switching does 

not require any advance setup.  

    The first packet can just be sent as soon as it is available. The result of the connection setup 

with circuit switching is the reservation of bandwidth all the way from the sender to the receiver. 

All packets follow this path. Among other properties, having all packets follow the same path 

means that they cannot arrive out of order.  

     With packet switching there is no path, so different packets can follow different paths, 

depending on network conditions at the time they are sent.  

      They may arrive out of order. Packet switching is more fault tolerant than circuit switching. 

In fact, that is why it was invented. 

      If a switch goes down, all of the circuits using it are terminated and no more traffic can be 

sent on any of them. 

    With packet switching, packets can be routed around dead switches. Setting up a path in 

advance also opens up the possibility of reserving bandwidth in advance.  

 

     If bandwidth is reserved, then when a packet arrives, it can be sent out immediately over the 

reserved bandwidth. With packet switching, no bandwidth is reserved, so packets may have to 

wait their turn to be forwarded. 

        

      Having bandwidth reserved in advance means that no congestion can occur when a packet 

shows up (unless more packets show up than expected). On the other hand, when an attempt is 

made to establish a circuit, the attempt can fail due to congestion. Thus, congestion can occur at 

different times with circuit switching (at setup time) and packet switching (when packets are 

sent). 

          If a circuit has been reserved for a particular user and there is no traffic to send, the 

bandwidth of that circuit is wasted. It cannot be used for other traffic. Packet switching does not 

waste bandwidth and thus is more efficient from a system-wide perspective. Understanding this 

trade-off is crucial for comprehending the difference between circuit switching and packet 

switching. The trade-off is between guaranteed service and wasting resources versus not 

guaranteeing service and not wasting resources. 

  

          Packet switching uses store-and-forward transmission. A packet is accumulated in a 

router's memory, then sent on to the next router. With circuit switching, the bits just flow through 

the wire continuously.   

         

        The store-andforward technique adds delay. Another difference is that circuit switching is 

completely transparent. The sender and receiver can use any bit rate, format, or framing method 

they want to. The carrier does not know or care. With packet switching, the carrier determines 

the basic parameters. A rough analogy is a road versus a railroad. In the former, the user 

determines the size, speed, and nature of the vehicle; in the latter, the carrier does. It is this 

transparency that allows voice, data, and fax to coexist within the phone system. 
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      A final difference between circuit and packet switching is the charging algorithm. With 

circuit switching, charging has historically been based on distance and time.  

        

      For mobile phones, distance usually does not play a role, except for international calls, and 

time plays only a minor role (e.g., a calling plan with 2000 free minutes costs more than one with 

1000 free minutes and sometimes night or weekend calls are cheaper than normal).  

        

      With packet switching, connect time is not an issue, but the volume of traffic sometimes is. 

For home users, ISPs usually charge a flat monthly rate because it is less work for them and their 

customers can understand this model easily, but backbone carriers charge regional networks 

based on the volume of their traffic. The differences are summarized in Fig. 2-40.  

 

 

Figure 2-40. A comparison of circuit-switched and packet-switched networks. 
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